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General

Foreword

This manual introduces the overview, installation, control system of the retractable bollard.

Models

DHI-ISC-Z0860A-06
DHI-ISC-Z0860A-08
DHI-ISC-Z0860A-10
DHI-ISC-Z0860A-12
DHI-ISC-ZC03A
DHI-ISC-ZCO6A

Safety Instructions

The following categorized signal words with defined meaning might appear in the Manual.

Signal Words

Meaning

A DANGER

Indicates a high potential hazard which, if not avoided, will result
in death or serious injury.

A WARNING

Indicates a medium or low potential hazard which, if not
avoided, could result in slight or moderate injury.

Indicates a potential risk which, if not avoided, could result in
property damage, data loss, lower performance, or
unpredictable result.

©= 1ips

Provides methods to help you solve a problem or save you time.

LLI nore

Provides additional information as the emphasis and
supplement to the text.

Revision History

Version | Revision Content Release Time

V1.0.0 First release.

August 2021

V1.0.1 Update attached parts and Instructions November2023
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About the Manual

e The manual is for reference only. If there is inconsistency between the manual and the
actual product, the actual product shall prevail.

e We are not liable for any loss caused by the operations that do not comply with the manual.

e The manual would be updated according to the latest laws and regulations of related
jurisdictions. For detailed information, refer to the paper manual, CD-ROM, QR code or our
official website. If there is inconsistency between paper manual and the electronic version,
the electronic version shall prevail.

e All the designs and software are subject to change without prior written notice. The product
updates might cause some differences between the actual product and the manual. Please
contact the customer service for the latest program and supplementary documentation.

e There still might be deviation in technical data, functions and operations description, or
errors in print. If there is any doubt or dispute, we reserve the right of final explanation.

e Upgrade the reader software or try other mainstream reader software if the manual (in PDF
format) cannot be opened.

e All trademarks, registered trademarks and the company names in the manual are the
properties of their respective owners.

e Please visit our website, contact the supplier or customer service if there is any problem
occurring when using the device.

e If there is any uncertainty or controversy, we reserve the right of final explanation.
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Important Safeguards and Warnings

This section introduces the proper way of using the device, and danger and property damage
preventions. Before using the device, read this manual carefully. Follow the instructions and
keep this manual properly for future reference.

Operating Requirements

e |Installation and commissioning must be performed by professional persons.

e The voltage must meet the power supply requirements of the device, and connect the
device to the ground well.

e Do not operate the remote control at a place where you cannot see the bollard or a place
15 m away from the bollard. Do not install the device in flammable and explosive area.

e People and objects are not allowed to pass through the operating device.

e Carefully follow the instructions in the manual when operating the device, which must
conform to your local codes.

e Keep this manual for further reference of maintenance.
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Overview

1.1 Appearance

Figure1-1 Appearance

1.2 Structure

The bollard includes the following components: Cover screws, cover, foundation box, and
cylinder.
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Structure

Coner Sorews —T T T

Cower

Cylinder

]

Foundation Box
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4
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1.3 Specifications

Warning part: LED strip+ Reflective film

Operating speed: 3 s

Cylinder material: 304 stainless steel

Cover material: 304 stainless steel

Foundation box material: Q235 (cataphoresis + anti-corrosion Technology.)
Cylinder thickness: 6/8/10/12 mm (£0.5 mm)

Cylinder rising height: 600 mm

Cylinder diameter: 219 mm (0.5 mm)

Control method: Remote control manually

Operating temperature: —30°C to +55°C (—22°F to +131°F)
Protection grade: IP68

Drive: Independent submerged hydraulic system

Lifting force: 180 kg

Passing press: 500 kg container truck
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Bollard technical Parameters

General

Cylinder Material

304 stainless steel

Running Time

4 s for lifting and 2.8 s for descending.

Lifting Force

Max 150 kg (330.69 Ib)

Passing Press

50 T cargo truck

Warning Equipment

Surrounded LED warning light + 5 cm reflective film

Drive

Motor hydraulic integrated drive

Function

Up&Down Control

Control the cylinder up and down through control cabinet.

Up&Down Warning

The indicator light flashes during lifting, and goes off when
descending to the bottom while goes solid when lifting to the
top.

Regular

Operating Voltage

220 VAC+10%/50 - 60 Hz

Operating Power/ Instant Start Power

350 W/1100 W

Operating Temperature

-30°C to 55°C (Under 0C, it's a normal phenomenon that
bollard lifts or descends asynchronously. )

Lifting Height

600 mm (23.62")

Product Weight

90.5/97.5/104.5/112.5 kg (199.51/214.95/230.38/248.02 Ib)
(The weight varies with specifications.)

Packaging Weight

107/112/118/126 kg (235.89/246.92/260.15/277.78 |b)
(The weight varies with specifications.)

Ingress Protection

IP68

Corrosion Category

Middle

Packaging Dimensions

420 mm X420 mm X 1260 mm (16.54" X 16.54"X49.61")

Product Dimensions

®379 mmX 1120 mm (14.92" X 44.09")

Cylinder Diameter

®219 mm (=1 mm) (8.62"(£0.04"))

Cylinder Thickness

6/8/10/12 mm (0.24"/0.32"/0.39"/0.47")

Control cabinet technical Parameters

General

Control Method

Manual control box

Bollard Running Time

4 s for lifting and 2.8 s for descending under ordinary
temperature. The power supply duration of the bollard is 3 s
to 10 s adjustable.

Number of Channels

Single channel

Number of Controlled Bollards

Max 3 bollards

Function

Button Control

Control the bollard up/down by buttons of the manual control
box.

Emergency Control

When battery is used for power supply, it supports
emergency button operation to control the upper and lower

s Manual
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bollard in case of power failure.

Protection Function

Reserved safety protection port, which can access

protection signals such as infrared, induction loop, radar to

achieve anti-collision function.

Regular

Rated Voltage

220 VAC+10%/50 - 60 Hz

Max Load Power

8800 W

Standby Power

100 W

Operating Temperature

-10 C to 50 C (20% - 80% RH, no condensing)

Storage Temperature

-20 C to 60 C (5% - 95% RH, no condensing)

Production Weight

13.5 kg (29.76 Ib)

Packaging Weight

22 kg (48.50 Ib)

Ingress Protection

IP43, used indoors

Corrosion Category

Low, used indoors

Production Dimensions

500 mm X400 mm 200 mm (19.69" X 15.75" X 7.87")

Packaging Dimensions

640 mm X440 mm X355 mm (25.20"X17.32"X13.98")

1.4 Dimensions

1120[44.1]

300[11.8]

Dimensions (unit: mm)

mm[inch]
219[8.6]
Ground
T = T =
O
Rising state
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1.5 Packing List

Bollard

L LE EIEN ]

Capacitorx1
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Control Cabinet

User’ s Manual x 1

Hanging ringsx 2

9

Spanner x 2
@hua H
Remote control unitx?2
———

Button Box x 1

00O

Battery x 1

Battery

10
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Installation

2.1 Installation Layout

Installation layout

Description

Bollard

Controller

Button box

Remote control

Water pump (purchased by yourself)

@75 mm PVC drain-pipe (purchased by yourself)

N[ojga|~hWIN|~

»25 mm PVC threading pipe (purchased by yourself)

11
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2.2 Installation Process

2.2.1 Measuring and Drawing

Determine the installation position, measure with a tape measure, and draw the area to be
excavated, width: 800 mm, length: 800+L1x%(n-1)+L2, n = number of bollards; L1 = installation
spacing between each cylinder ( 1200 mm is recommended); L2=length of drainage well.

2.2.2 Excavating Foundation

Cut and excavate the foundation according to the area that has been drawn before. Width:
1300m

I- S |

® Before excavating the foundation, cut the foundation neatly. When excavating with an
excavator, be careful of underground cables, water pipes, etc.
® In order to ensure the long-term reliable operation of the equipment, active drainage
treatment must be done.
® Drainage wells must be set up independently, and drain-pipes must not be directly
connected to roadside drains or sewers to prevent backflow.
Excavating Foundation (Unit: mm)

A+800 1200

Ground B hrane e e o

w
=3

<KL
%

¢
v

' AN SS S O S AN ANTANYANS AN AN
400 , A=(n-1)x1200recommenge4 00
I
% () Drainage wel |

12
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2.2.3 Assembling Drain-pipe

The drain-pipe is a PVC pipe with diameter 75 mm, connecting each other with elbow pipes and
three-way pipes. The spacing of drain-pipes must be consistent with that of the bollards to
ensure that the drain-pipes can be fitted to the drain hole on the bottom side of the bollard.

Assembling Drain-pipe (Unit: mm)

1200 (Recommended) (600)

@75

2.2.4 Firming Bottom

Fill sand and gravel, and pour water to make the foundation firm. Make sure that the gravel
surface is 1120 mm from the ground.

[

e In order to permit the bottom bearing capability and avoid bollard settlement, muck cannot
be used in bottom filling.

e If some heavy truck usually pass the place, concrete can be used in bottom filling.

13
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°
Filling Bottom ( Unit: mm)
G 5000 ik
: L —
(=1
2
b
1
concrete cushion layer Bricks
i i
L X
=1 180
v 2
b el
' | » Concrete -
! r
. 1 L§
e
Original -seil” layer

2.2.5 Embedding Equipment

Put the equipment into the foundation pit as a whole, adjust the horizontal, fix the drain pipe to
the drain hole at the bottom of the foundation box; pour the outer box with concrete.

[

e In order to facilitate threading and drain-pipe installation, ensure that the outer box is
installed in the same direction (Drain holes face the same direction).

e Measure with a horizontal line to ensure that all equipment is on a horizontal line.

e Measure with a spirit level to ensure that the equipment is level and upright.

e Cement grade for concrete: C25 and above.

14
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Embedding equipment (Unit: mm)

6000

800
-

Concrete Drain-pip

i I I I I |
! d /

v

1300
194
1500

-

Original soil layer

2.2.6 Backfilling Sand and Gravel then Threading

After the cement poured in the foundation box is hardened and fixed, backfill sand and gravel
into the foundation; pass the cable through the wiring PVC pipe to the threading hole of the
foundation box; water and settle for more than 2 hours.

e Backfill sand and gravel to a distance of 350 mm from the road surface.
e Use a separate PVC pipe for each bollard and lay it to the control cabinet, wrap the
interface with waterproof tape, and mark both sides of the wire to avoid wrong wiring.
e For wiring requirements, see the material preparation table.
Backfilling sand and gravel then Threading (Unit: mm)

STV pipe

1500

Original soil layer Drain-pipe

15
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2.2.7 Concreting the Ground

Concrete above C25 is recommended to use for recovering the ground.

800

Concreting the Ground (1) (Unit: mm)

6000

2.2.8 Wiring of Bollard

The connection between the extension cord provided with the movement and the pre-laid wire,
as well as the outer skin of the connection cord, both should be waterproofed. Keep the
appropriate length of the connecting cable (to ensure that the movement can be lifted out to the
road) to facilitate future maintenance.

I- S |

Peel off the outer skin of the wires to expose the copper wires, trim to the appropriate
length, and twist the copper wires and tighten them.

Wrap the electrical tape to ensure that the copper wire is not exposed.

It is very important to wrap the wiring and the outer sheath with waterproof tape to prevent
water from penetrating into the wire.

Wrap an electrical tape on the outside.

2.2.9 Testing and Configuring

After completing all installations, check the wiring completely to ensure that the wiring is correct.
Clean the cylinder and gaps to avoid getting sand and gravel stuck in it and scratching the
cylinder. Power on the control cabinet.

1.

Press the Up button to check if these functions of bollard will work: rise, rise to the top,
running time synchronized (x0.1s deviation allowed).

Press the Down button to check if these functions of bollard will work: descend, descend to
the bottom, running time synchronized (+0.1s deviation allowed).

Press the Up key to rise the bollard to the top, disconnect the internal air switch of the
control cabinet, and manually press the solenoid valve switch one by one to check if the
Kg column will descend.

When manually operating the solenoid valve, Operate only one button each time. Only
after last bollard descends to the end, next one can be operated to descend; otherwise, the
battery may be damaged.

16



@lhua

User’

s Manual

Control System

3.1 Control Cabinet Dimensions

Figure3-1 Dimensions (Unit: mm[inch])

o

200[7.87]

o

S

400[15.75]

500[19.69]

=

3.2 Control Cabinet Structure

Figure3-2 Control Cabinet Structure

Power switch

Leakage
e Controller
Capacitan . Manual Light Emergency
i % Motor terminal terminal | | Strip i ok
terminal terminal

17
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3.3 Control Cabinet Structure Description

3.3.1 Ports

Figure3-3 Controller Structure

i

3.3.2 Indicator light

A Red cursor: Keep illuminating means Rising in place;

Flash means It is rising.

l Green cursor: Keep illuminating means Descending in place;

Flash means It is descending

18
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3.3.3 Remote Control Binding

Figure3-5 Function description

Long press for 3s

Release after the
round light turns
on

1. Long press the Remote Control Binding button at the left side of controller (See Figure 3-5) for 3s
until the round light below turns on

2. After the round light turns on, press the Up and Down buttons of the remote control in turn, and
repeat the operation until the round light flashes quickly.

Up

Down

3. After the round light flashes quickly, press the Remote Control Binding button to confirm.

3.3.4 Remote Control Unbinding

1. Long press the Remote Control Unbinding button at the left side of the controller for 10s. After
hearing the prompt tone, all remote controls have been unbound.

19
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Long press for 10s

Short
Circuit
Rezat

3.3.5 Remote Control Number Viewing

1. Long press the Middle button for 3s, the controller screen will display the total number of remote
controls that have been successfully bound. Then keep pressing this button, and press the Up or
Down button of the remote control at this time, and the screen will display the number of the remote
control. If there is no response, the remote control may not be bound.

2. When pressing the Middle button, it just displays the number of the remote control and will not
operate the bollard.

Keep pressing the
Middle button

20



ua

TECHNOLOGY

User’

s Manual

3.3.6 Remote Control Operation

Up

Down

Rising Operation: Press the Rising button for 1s.
Descending Operation: Press the Descending button for 1s.

Remark:

1. When the controller is powered on for the first time, the first operation can only be the Descending

operation.

3.3.7 Parameter Setting

1. Press the Left and Right buttons on the right side of the controller to view the present parameters,
including: Rising time, Descending time, Device number, Year, Month, Day, Hour, Minute, Second,

and the Parameter Name. They will be voice broadcast.

21



@@ya User’ s Manual

2. If any parameter needs modifying, first press the Middle button after the parameter you want to

modify is displayed on the screen, then type in the password as required. Left and Right button are
for position selection, Up and Down buttons are for adjusting parameters, Middle button is for
confirming.

3. If the password is correct, the parameter can be modified. Left and Right button are for position

selection, Up and Down buttons are for adjusting parameters, Middle button is for confirming.

4. If there is no parameter that needs modifying, the controller will automatically return after waiting
a few seconds.

3.3.8 Operation Records Recalling

1. Simultaneously press the Up and Down buttons on the right side of the controller for 3s, and then
input the Year, Month, and Day information of the date you want to search according to the voice
prompts.

2. The controller will display and voice broadcast the operation records of that day one by one. Each
operation record starts with a beep, the screen displays the hour and minute of the operation record,
and the voice broadcasts whether the operation record is rising or descending, and the source of
the operation. For example, the voice broadcast Remote Control Rising means that the operation is
a rising operation, and the operation source is remote control.

3. If you need to stop the broadcast during the broadcast, please press and hold the Middle button
at the right side of the controller for a few seconds until the broadcast is finished.

3.3.9 Operation Record USB Exporting

1. Plug the USB cable (male at both sides) into the USB socket of the controller and the other into
the USB socket of the computer.

2. The computer installs the CH340 driver, if already installed, omit this step.

3. Open the serial port configuration software, And set up as follows, click the Open button, type in
the controller password in the text box at the bottom of the software page, click the Send button, the
controller will automatically send all operation records to the serial port configuration software.

4. During the sending process, press the Middle button to stop sending.

22
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3.3.10 Wire Description

Figure3-6 Wire description

| — — —— —

| 3*1.55quarg¢_’

2*1.0 squ%

2*1.0 square

Wire connection description

Wire Connection Description
Black COM COM

Red(220V Motor Wire) L+

Yellow L-

Blue LED-

Brown (24V LED Strip) LED+

Red MT1

Red (12V Solenoid Valve Wire) | MT2

23
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3.3.11 Wiring of Control Cabinet

Connect the bollard to the control cabinet according to the wiring description.

Wiring of Control Cabinet

==l == mElin= e

S&

g B
D B
e

eacliler
2| = 2 5% |7 |eEg Y5
@ @ &S @ (DIEE i
£ 4 L‘ Blue <~>Brown
VY
5 Blue ®Br0wn
@ Blue <> Brown
Capacitor — BluegRrown
VY
Blue < >Brown
Y
Blue <»Brown
¥
#1Motor #2Motor #3Motor #4Motor #bMotor #6Motor
Step1 Power input of Control Cabinet.
Use RVV3x6.0 mm? wire, directly connect
L/N/PE to the air switch.
Step2 Keep the number of condensers be the
same as the bollards on site.
Connect the condensers to the condenser
ports. The condensers will be shipped
together with the bollards without
distinguishing between positive and
negative.
Step3 Power cable of Bollard.
Use RVV3x2.5 mm? wires, and connect the
L+ wires of each bollard to the red wiring
terminal and arrange in sequence.
Connect the COM wires to the black wiring
terminal and arrange in sequence.
Connect the L- wires to the red wiring
terminal and arranged in sequence.
Step4d Manual wiring of Button Box

24
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Figure3-7 Button Box

® By default,white button for rising(up) while black button for descending(down).

® Parallelly connect all No.4& No.3 (left side) terminals to the Terminal line.
—The public terminal of the button box.

® (Rising button) Connect No.3 (top side) terminal to the Terminal line.
—Button box rising

®  (Descending button) Connect No.4 (bottom side) terminal to the Terminal line.
—Button box Descending

Parallelly Connect the LED strips and LED+ wires and connect them to 24V+,

Parallelly Connect the LED strips and LED- wires and connect them to 24V-.

25
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3.3.12 Wiring of Solenoid valve
L]

Solenoid valve board is used for the bollard descending when power off.
Figure3-8 Wiring of Solenoid valve board

24 + (P24 - @é})

Channel 1 Channel 2 Channel 3 Channel 4

O O O O

Emergency descend

Channell  Channel?  Channel? Channel? Channel3d  Channel3 Channeld  Channel4
3 > & 3
Sqlenoid valvgl Solenoid valve3 Splenoid-valvgh
3} > o 3
Sglenoid valvg? Solenoid valved Splenoid valvgb

|
+ =
Battery

Parallelly connect the solenoid valve wire MT1 and MT2, connect them to 2 terminals of #1
solenoid valve, without distinguishing between positive and negative, and the rest can be
deduced by analogy.

Battery Connection (Customer purchase) : The 12 V battery spec as below.: 12V4.5Ah

26
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As is shown in the figure below:

Red (+}

Figure3-9 Battery Connection

e

J_INE&
y SCUUUTTIIER N NP12-4.5 12V4.5Ah

Elack (-3

27



@lhua

User’ s Manual

Appendix 1 Maintenance

Operation Requirements

Cut off power if the bollard will not be in use for a long time.

When the controller is in use after testing, the two air switches in the control cabinet must
close or open at the same time. If statuses of the switches are different, the motor might be
out of control.

Press one button once on the solenoid valve board when power off, and make bollards
descend one by one to avoid large current. Pressing multiple buttons once might cause
damage to the battery.

Do not operate the solenoid valve when the mains electricity supplies normally.

The operating frequency of the bollard: < 15 seconds per time.

Maintenance Requirements

Proficiently operate, properly adjust, and regularly maintain the bollard to make sure that it can
work stably and reliably.

Operation bollards as the following instructions.

The working temperature must not exceed 55°C.

If the bollard cannot rise normally, do not lift it forcibly with the hand crane. Open the cover,
and check whether there are objects stuck. If yes, clear them and lift the cylinder with the
hand crane.

Test and maintain main comportments regularly.

Clear the sand in the drainage well regularly to avoid the water pump being blocked.

FAQ

Issue description

Reason

Solutions

Power indicator light is
off.

No power supply.

Connect to power.

The wire is broken, or
not connected well.

Connect the wire well.

The press is not
sufficient, or the bollard
cannot work normally.

Module damaged.

Replace the module.

Operations error.

Circuit and components
error

Check and repair by professional
persons.

In the control cabinet,
the noise of the
contactor is large.

The voltage is not
enough for operation.

Adjust the voltage to 220V+£10%.

The remote control does

Code is not set.

Set the code according to the manual.

28
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Issue description

Reason

Solutions

not work.

Low battery voltage.

Replace the battery in the remote
control.

The remote control
distance is not suitable

Wireless interference

Clear the interference.

The direction of Bollard
operation direction is
wrong

Reversed motor wiring

Correct wiring according to the wiring
diagram

Earth leakage protective
device trip occurs during
the operation.

The wire joints are not
well insulated, which
causes earth leakage
trip.

Insulate the wire joints well.

29
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Appendix 2 Cybersecurity Recommendations

Cybersecurity is more than just a buzzword: it's something that pertains to every device that is

connected to the internet. IP video surveillance is not immune to cyber risks, but taking basic

steps toward protecting and strengthening networks and networked appliances will make them

less susceptible to attacks. Below are some tips and recommendations on how to create a

more secured security system.

Mandatory actions to be taken for basic equipment network security:

1. Use Strong Passwords

Please refer to the following suggestions to set passwords:

The length should not be less than 8 characters;

Include at least two types of characters; character types include upper and lower case
letters, numbers and symbols;

Do not contain the account name or the account name in reverse order;

Do not use continuous characters, such as 123, abc, etc.;

Do not use overlapped characters, such as 111, aaa, etc.;

2. Update Firmware and Client Software in Time

According to the standard procedure in Tech-industry, we recommend to keep your
equipment (such as NVR, DVR, IP camera, etc.) firmware up-to-date to ensure the
system is equipped with the latest security patches and fixes. When the equipment is
connected to the public network, it is recommended to enable the “auto-check for
updates” function to obtain timely information of firmware updates released by the
manufacturer.

We suggest that you download and use the latest version of client software.

"Nice to have" recommendations to improve your equipment network security:

1. Physical Protection

We suggest that you perform physical protection to equipment, especially storage devices.

For example, place the equipment in a special computer room and cabinet, and implement

well-done access control permission and key management to prevent unauthorized

personnel from carrying out physical contacts such as damaging hardware, unauthorized

connection of removable equipment (such as USB flash disk, serial port), etc.

2. Change Passwords Regularly

We suggest that you change passwords regularly to reduce the risk of being guessed or

cracked.

3. Set and Update Passwords Reset Information Timely
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The equipment supports password reset function. Please set up related information for
password reset in time, including the end user’s mailbox and password protection questions.
If the information changes, please modify it in time. When setting password protection
questions, it is suggested not to use those that can be easily guessed.

4. Enable Account Lock
The account lock feature is enabled by default, and we recommend you to keep it on to
guarantee the account security. If an attacker attempts to log in with the wrong password
several times, the corresponding account and the source IP address will be locked.

5. Change Default HTTP and Other Service Ports
We suggest you to change default HTTP and other service ports into any set of numbers
between 1024~65535, reducing the risk of outsiders being able to guess which ports you
are using.

6. Enable HTTPS
We suggest you to enable HTTPS, so that you visit Web service through a secure
communication channel.

7. MAC Address Binding
We recommend you to bind the IP and MAC address of the gateway to the equipment, thus
reducing the risk of ARP spoofing.

8. Assign Accounts and Privileges Reasonably
According to business and management requirements, reasonably add users and assign a
minimum set of permissions to them.

9. Disable Unnecessary Services and Choose Secure Modes
If not needed, it is recommended to turn off some services such as SNMP, SMTP, UPnP,
etc., to reduce risks.
If necessary, it is highly recommended that you use safe modes, including but not limited to
the following services:
e SNMP: Choose SNMP v3, and set up strong encryption passwords and authentication

passwords.

e SMTP: Choose TLS to access mailbox server.
e FTP: Choose SFTP, and set up strong passwords.
e AP hotspot: Choose WPA2-PSK encryption mode, and set up strong passwords.

10.Audio and Video Encrypted Transmission
If your audio and video data contents are very important or sensitive, we recommend that
you use encrypted transmission function, to reduce the risk of audio and video data being
stolen during transmission.

Reminder: encrypted transmission will cause some loss in transmission efficiency.
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11.Secure Auditing

e Check online users: we suggest that you check online users regularly to see if the device
is logged in without authorization.

e Check equipment log: By viewing the logs, you can know the IP addresses that were
used to log in to your devices and their key operations.

12.Network Log

Due to the limited storage capacity of the equipment, the stored log is limited. If you need to

save the log for a long time, it is recommended that you enable the network log function to

ensure that the critical logs are synchronized to the network log server for tracing.
13.Construct a Safe Network Environment

In order to better ensure the safety of equipment and reduce potential cyber risks, we

recommend:

e Disable the port mapping function of the router to avoid direct access to the intranet
devices from external network.

e The network should be partitioned and isolated according to the actual network needs. If
there are no communication requirements between two sub networks, it is suggested to
use VLAN, network GAP and other technologies to partition the network, so as to
achieve the network isolation effect.

e Establish the 802.1x access authentication system to reduce the risk of unauthorized
access to private networks.

e Enable IP/MAC address filtering function to limit the range of hosts allowed to access the

device.

More information

Please visit the Security Emergency Response Center on Dahua's official website for security

announcements and the latest security recommendations.
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