PyKO BOACTBO MOJIb30BaTesiA

SC800

[Hata: Hoabpb 2022

Bepcua gokymeHTa: 1.1

Bnaropgapvm Bac 3a Bbi6op Hawen npogykuuu. MNepeg ncnonb3oBaHueM
BH/MaTeNbHO O3HAaKOMbTeCb C MHCTpyKuuei. CobniopanTe ykasaHHble
pekomeHaauun AnA obecneyeHns KOPPEKTHOM paboTbl YCTPOWCTBA.
M306paxeHna B fJaHHOM PYKOBOACTBE MpUBEEHbl NCKNIOUUTENbHO B
WIUTIOCTPATVBHbIX LIeNAX.


http://www.zkteco.com/

SC800 PykoBopacTtBo nonbsosarens

CopepxaHune

1 UHCTPYKLUA NO SKCNNYATALUN.

1.1 YCTAHOBKA.

1. 1.1 yCIOBWA YCTAHOBKM

1. 1.2 MOHTAX YCTPOWCTBA

1.2 NHTEP®ENC OXKUOAHUA

1.3 PEXXWM BEPUOUKALIUA .

1. 3.1 BEPUOUKALIMA MO KAPTE

1. 3.2 BEPMOUKALIMA MO MAPOSTIO

1. 3.3 KOMBUHUPOBAHHAA BEPUDUKALIA

10

1.4 BHELWHWIA BUA .

12

1.5 ONUCAHUE TEPMUHANA

1.6 ONUCAHUE NOAKMIOYEHUI

1.6.1 NOAKMOYEHME NNTAHNA

12
14
14
14

1.6.2 NOOKMOYEHWE ETHERNET .

1.6.3 NOAKMIOYEHWE OATYUKA ABEPU, KHOMKM BbIXOLA, CUTHANM3ALIMW 1 JOM.
YCTPOWNCTB.

15

1.6.4 NOAKIIOYEHWE PESIE 3AMKA

15

1.6.5 NOAKMIOYEHVE CYUTHIBATE/NSA WIEGAND

16

1.6.6 NOJKIIOYEHME RS485

1.6.7 NOOKMOYEHNE RS232.

2TNNABHOE MEHIO .

16
16
17

3 YMPABJIEHME NMOJIb3OBATENAMMN.

19

3.1 PErUCTPALMA HOBOIO MNOJNb30BATENA

19

3.1.1 PETUCTPALIA ID MONb3OBATENA.

3.1.2 POJIb MOMNb30BATENA

19
20

3.1.3 HOMEP KAPTbI.

20

CtpaHuuya |1



SC800 PyKOBOACTBO Nofnb3oBatens
3. 1.4NAPOTb . 21

3. 1.5P0Nb B CKYL, 21

3.2 BCE MO/Ib3OBATE/N 22

3. 2.1 PEQAKTVIPOBATb MOJIb30OBATENA 23

3. 2.2 YOAJIEHWE NONb30OBATENA 23

3.3 CTUNb OTOBPAXKEHUA 24

4 POJIN NONb3OBATENEN . 25
5CBA3b. 27
5.1 ETHERNET 27

5.2 NOCNEAOBATE/NbHbIA UHTEPOEN 28

5.3 NOAKNIOYEHYE K MK 29

5.4 HACTPOVKU WI-FI 30

5.5 HACTPOVIKY/ OBNTIAYHOrO CEPBEPA 32

5.6 HACTPOWKMN WIEGAND 33

5. 6.1 BXOL WIEGAND. 34

5. 6.2 BbIXO[ WIEGAND... 37

5.7 BUATHOCTUKA CETU 38

6 HACTPOWKU CUCTEMbI 39
6.1 DATA M BPEMAL. . 39

6.2 HACTPOWKW XXYPHANA AOCTYMNA U YYETA A1

6.3 YMPABJIEHVE KAPTAMU 43

6.4 HACTPOWKU TUMA YCTPONCTBA 44

6.5 HACTPOMKU BE3OMACHOCTU . 44

6.6 CBPOC HA 3ABOJICKVE HACTPOKU 45

7 YNPABJNIEHUE AAHHbIMUA 47
7.1 YAANEHUE AAHHbBIX 47

7.2 PE3EPBHOE KOTMVUPOBAHUE 48

7.3 BOCCTAHOBJIEHVE AAHHbIX 49

CtpaHuuyal?2



SC800 PykoBopcTBO nonb3osatens

8 KOHTPOJ1b OCTYNA 51
8.1 HACTPOUKU KOHTPOJNA AOCTYNA 52
8.2 HACTPOWKA BPEMEHHbIX MPABU U PACIUCAHUA 57
8.3 NPA3AHUYHDIE OHU 58
8.4 rpynnbl AOCTYNA 60
6.5 KOMBUHUPOBAHHASA BEPUOUKALNA 61
8.6 HACTPOWIKA AHTUMNACCB3KA 63
8.7 HACTPOWKMN ABAPUIHOIO AOCTYMA (DURESS OPTIONS) 64
9 MONCK NO YYETY PABOYEIO BPEMEHU 67
10 PABOYMI KO, 68
10.1 CO3AAHUE PABOYEFO KOJA 68
10.2 BCE PABOUUE KOADBI 69
10.3 HACTPOMKU PABOYEIO KOJA 69
11 ABTOTECT 71
12 CUCTEMHAA UHOOPMALNA 73
13 NOAKMIOYEHUE K NO ZKBIO ACCESS IVS 74
13.1 HACTPOWKA AAPECA CBA3U 74
13.2 LOBABJIEHUE YCTPOWCTBA B MO 75
13.3 LOBAB/EHUE MNOJIb3OBATENA B O 76
14 NOJKNIOYEHUE K BIO TIME 8.0 77
14.1 HACTPOWKA AIPECA CBA3U 77
14.2 LOBABJIEHUE YCTPOWCTBA B MO 77
14.3 ROBABNEHUE NOMNb3OBATENA B N0 78
15 NOAKTIOYEHUE K BEG-CEPBEPY. 79
15.1 BXOA B BEG-CEPBEP ... 79
15.2 3ABbUIM NAPOfIb.. 81

CtpaHuua |3



SC800 PykoBopcTBO nonb3osarens

15.3 PETUCTPALAA NONb3OBATENA YEPE3 BEG-CEPBEP 84
15.4 NOUCK NONb3OBATENEN. 86
15.5 PEAAKTUPOBAHME MOJIb3OBATEJIA. 86
15.6 YAANEHUE NONb3OBATENA. 87
15.7 HACTPOVKMU CBA3U (COMM) 88
15.8 HACTPOWKU OBJTAYHOI O CEPBEPA. 89
15.9 HACTPOWMKA BATbI U BPEMEHU 920
15.10 CUCTEMHbIE HACTPOVKI 91

15.11 HACTPOMKU NOCNEAQOBATE/IbHOIO MOPTA (SERIAL COMM) 92
15.12 HACTPOVMKM WIEGAND 94
15.13 HACTPOWKM KOHTPONA [OCTYMA 95
15.14 ynPABNEHVE YCTPONCTBAMU 97
15.15 OBHOBAEHUE MPOLUNBKU 98
15.16 CMEHA NAPONA 929
15.17 »YPHAN OMEPALIAIA 100
15.18 HACTPOMKIM KOHTPONA JOCTYMA 101
15.19 CUCTEMHAA UHOOPMALINA 101

CtpaHunua |4



SC800 PykoBopfcTBO nonb3osarens

UHCcTpyKLMA No sKcnayaTaumm

1.1 YcraHOBKa

YcnoBusa yCTaHOBKMN

CﬂeﬂyVITe nprBeaeHHbIM H/XKe peKoMeHAaumnAM No yCTaHOBKe.

1/
- I N .
o » VA e
- |2/: A

COBJIOANTE VI3BEFAVUTE W3BETAVTE NPAMOTO HE UCMOMb3YMTE
ANCTAHUMIO NPENOMJIEHVA B CONHEYHOT O CBETA U WCTOYHUKN TEMNA
CTEKNE BO3JEMCTBUA BB/IN3M YCTPOUCTBA
.
MoHTaXx ycTponcrsea

Haknerite wabnoH ON1A MOHTa»Xa Ha CTeHYy 1 MpoCBepPNnNTE OTBEPCTUA B
COOTBETCTBUY C LIAGNOHOM.

3aerI'II/1Te MOHTa>KHYIO NNaCcTUHY Ha CTeHEe C NOMOLbIO BUHTOB.
YcTaHoBuUTe yCTpOVICTBO Ha MOHTaXHYO NnacTuHy.

3aduKcnpyiiTe yCTPOMCTBO Ha MACTUHE C MOMOLLbIO BUHTOB.

(1] 2]
Cod
m@ﬂ'
@
(3] 4]

|
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1.2 UHTepdenc oxngaHmnsa

YCTPONCTBO OCHALLEHO 2.4-A10AMOBbBIM LiBETHbIM 3KPaHOM, BCe ornepauum
BbIMOJIHAIOTCA Yepe3 CKPbITYI0 CEHCOPHYI0 KnasuaTypy. (lpumeyaHue: YCTponcTBo
noaaepXunBaeT BBOA TONbKO Ludp. pyrve cMMBOIbI, Takne Kak OyKBbl
aHrnMncKoro andasnTa 1 cneurasnbHble 3HAKK, MOTYT ObITb CUHXPOHU3MPOBaHbI
yepes NporpammHoe obecrieueHue.) lNepen Hauanom paboTbl C PyHKUUAMYN
YCTPONCTBA PEKOMEHAYETCS O3HAKOMUTBCA C OCHOBHbBIMY MPUHLMNAMK,
NpriBeeHHbIMU HIXKE.

Mocne noaknoYeHUs NUTaHNA oTobpakaeTca cneayoWwnii nHTepdenc oxXnaaHus:

2022-10-26 17:23 HATTS

17 23
AN

sl B ..

BeepauTe nto60oe uncno ans nepexoga K uitepdenicy seoaa ID nonb3osartens.

2022-10-27 11:06 A= 2022-10-27 11:20 HFATI=S

User ID User ID
1 1

Password

Card

Ecnu B ycTpoiicTBe He 3apgaH Cynep-AgmuHucrparop, Haxmute M/OK, utobbl

OTKPbITb MEHIO
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tvlain benu

Noeo

User tigt. User Role  COhR. System

2022-10-27 11:26

il nh amomm T L t
To ensure system secutity, please create an admin 4
account. K
Personaliz Data vigh  Access  Aftendanc
e Contral e Search

*  Mocne gobasneHns Cynep-ALMUHMCTPATOPA Ha YCTPOMCTBE TpebyeTcs ero

BeprdrKauma 4nsa goctyna K GyHKLVAM MeHIO.

2022-10-27 1125 AT

Please verify.

Mpumeyanue: B Lenax 6e30MacHOCTV YCTPOMNCTBA PEKOMEHAYETCS
3aperncTpupoBaThb Cyrnep-agMMHUCTPATOPa NP NEPBOM UCMONb30BaAHUN

ycTpoWncTsa.

* Ha I/IHTepd)eVICE OXNAaHNA TaKxXe OTO6pa)KaIOTCF| n moryTt ObITb MCNONb30BaHbI

BapnaHTbl OTMETKN COCTOAHUA. H(I/lprle YepHble COYeTaHNA KnaBuLl 6y,E|,yT
0T06pa)KeHbI Ha 3KpaHe Npn HaXKaThun COOTBETCTBYHOLWLNX TOPAYMNX KNnaBULL Ha
CKprTOI;I CEHCOpHOVI KnaBuaType, Kak noka3aHo Ha I/I306pa)KEHI/II/I HUXe.

Moapo6HbI cnocob paboTbl cM. B pasgene "HazHaueHne ropaymx Knasuw".

2022-10-27 11113 A= E 2022-10-27 1113 WA= E
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Mpumeyanue: ONUUN OTMETKMU COCTOSIHWA MO YMOJTYAHMIO OTKIOUYeHbl. [na nx
OTO6paXeHNA Ha dKpaHe OXuAaHus HeobXxoAMMO Bbl6paTb COOTBETCTBYOLLME

pexnmbl B pasgene "HacTpomKkmn coCTOAHNI OTMETKIN".

Pexxum Bepunpunkayum

Bepllld)lllKaLII/Iil no Kapte
Pexxum Bepudukauum 1:N:
B pexxume 1:N HOMep KapTbl B 30HE CUMTbIBaHWA CPABHVBAETCSA CO BCEMU
3aperncTprpoBaHHbIMY B YCTPOWCTBE HOMepaMu KapT. Huxe npeAcTaBfieH SKpaH

BepudrKaLmy no Kapre:

2022-10-27 15:33 A= 2022-10-27 15:32 AT
Werify : Card
‘, \ erifying ... UseriD : 1
. \ _
'&" E Werify © Card
-

Pexxum Bepundukauum 1:1:
B pexunme 1:1 Homep KapTbl B 30He CUMTbIBAHUA CPaBHNBAETCA C HOMEPOM,
npusA3saHHbIM K |ID coTpyaHMKa, 3aperncTprpoBaHHOMY B yCTPOWCTBE.
[na aktuBauum pexnma 1:1:
1. Beegute ID nonb3oBaTens

2. Haxmute M/OK
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2022-10-27 15:38 ATTS 2022-10-27 15:38 A= E
User ID User ID
1 1
Passward

Card

Ecnn COTPYAHUK 3aperncTpnpoBa Kak KapTy, Tak 1 NapoJib, Ha 3KpaHe NOABUTCA
COOTBETCTBYIOLLIEE MEHIO Bbl60pa. Bb|6ep|/|Te onuunio KapTbl ANA nepexoia B pexmnm

BeprdrKaLmMn No KapTe.

2022-10-27 1542 A= 2022-10-27 15:32 AT
User 1D : 1
“, ; werify : Card UseriD ;1
A
'& L Please swipe card Werify © Card
-

Bepudukaumna no naponio

yCTpOI;ICTBO CpaBHMBaeT BBe,EI,éHHbIIZ naponb C 3aperncTtpnpoBaHHbIM NMNaponem ansa

ykasaHHoro ID nonb3oBarens.

Mpoueaypa Bepudpnkayun:

1. Beegute ID nonb3oBaTena

2. Haxmwute M/OK nns nepexopa B pexum sepudukaumm 1:1 no naponto
3. Beepute ID nonb3oBartens (eLé pas)
4, Haxmute M/OK
2022-10-27 15:36 AT 2022-10-27 1545 H#ATI=@
User ID User ID

1 1
Passward

Card
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Ecnn coTpyaHWK 3aperncTpmpoBan Kak KapTy, Tak 1 Naporb, Ha IKpaHe NosBuTCA

cnegyollee MeHto. Boibepute "lMaponb”, uTo6bl NnepeinTu B pexuM Bepudmrkalum no

napornto.
2022-10-27 1547 HALITS 2022-10-27 15:48 AT
User D : 1
: Werify ; Password Successiully verified,
.

\ : UseriD : 1
s L V4
. Werify : Password

Hwke npefcTaBneHbl 3KkpaHbl, 0oTOGpaXkaemMble nocsie BBoga BepHoro naponsa v
HeBepHoro napons

Pe3synbTaTbl Bepudpukaumn:

YcnewHo: HeypauHo:
2022-10-27 15:48 A= E 2022-10-27 1549 ATITE
Successfully verified. Falled ta verify.
User 1D :1 Error! Invalid passward
V User 1D : 1
Werify : Passwaord Werify : Password

1.3.3 Kom6uHnpoBaHHanA Bepudpunkayus

[aHHoe yCTpOIﬁCTBO nogaoepmBaet pasfindyHbie MeToAbl Bepmd)leauvm anAa
NOBbIWEHNA YPOBHA 6e30nacHOCTU. D,OCTyI'IHO 5 BapunaHTOB KOMGVIHI/IPOBaHHOﬁ

BepuduKaumn:

CumBonbl n onpepeneHna metogos BepI/I(I)I/IKaI.II/IIII

Cumson OnpepeneHune PasbsacHeHue

CpaBHMBaeT  BBe[eHHble  [aHHble
/ Meton "WIU"  gepudpukaumm ¢ ogHum  u3

COXpaHeHHbIX LWabnoHOB,

Ctpanwuuallo
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NPYBA3aHHBIX K AaHHOMY |D
nonb3oBaTens B yCTPONCTBeE.
CpaBHVBaeT  BBefleHHble  [daHHble
Bepudnkauun co BCEMM
+ Mertog "1" COXPaHEHHbIMY wabnoHamu,
NpvBA3aHHbIMM K  JaHHomy  ID
nonb3oBaTens B yCTPONCTBeE.

MNprmeyaHue:
o Metog "WIIN" TpebyeT cOOTBETCTBUA XOTA Obl OLHOMY LLIAGIOHY.
e Metog "WN" TpebyeT COOTBETCTBNA BCEM 3aPErnCTPUPOBAHHBIM LIAGIOHAM.

Verification Mode

Password/Card
User ID Cnly
Password

Card Only

B8 O OO

Password+Card

Mpoueaypa HacTPOIKN KOMGMHNPOBaHHOTO peXxnMa BepudmnKauum:

[JnA ycnewHoro npoxoxaeHna KOMOVHNPOBaHHO BeprdmKaLum COTPYAHNK
[OMKeH 6bITb 3aperncTprpoBaH Bo Bcex Tpebyembix meToaax sepndukauyun. B

NPOTMBHOM Cilyyae npoueaypa seprduKkaLm 3aBepLINTCA Hey[auHo.

Mpumep: ECiv COTPYAHUK 3aperncTpmpoBar ToNbKo Naposib, a B yCTPONCTBE

ycTtaHoBreH pexum "Maponb + KapTa", Beprdrkaunsa bynet HeBO3MOXKHa.

MpuunHa:

YCTPOWCTBO CpaBHMBAET BBeAEeHHble laHHble (B JaHHOM Cilyyae Naposib) CO BceMun
3aperncTpupoBaHHbIMU WabnoHamu BepuduKayum (1 KapToi, 1 Naponem),

npvBaA3aHHbIMY K ID coTpyaHmKa.

MocKonbKy KapTa He 3aperncTprpoBaHa, yCTPOMCTBO 0TO6Pa3mUT coobuieHve

"Bepudukauusa He yaanacb".
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OnucaHve
1 MHanKaTop cocToAHnA
2 2.4-A10IMOBBIV LBETHOW 3KpaH
3 CKpblTasa CeHCOpHasA KnasmaTtypa
4 OunHammk
5 Cbpoc

1.5 OnucaHmne TepmnHana
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PyKOBOHCTBO nonb3oBatena

WHTepdeiic

485A

OnucaHwme

RS485
485B
WDO0-OUT
Bbixog Wiegand
WD1-OUT
INWDO
INWD1
Bxop Wiegand
GND
12V-OUT
TX232
RS232
RX232
NC
coOM Lock
NO
GND Hatumk / KHonka Bbixofda
BUT / LlononHnTeNbHbI BXOA
AUX
BELL+
3BOHOK
EE BELL-
AL+
TpeBsora
AL-
2 En CeTeBoli nHTepdenc
an 7 Bxop nuTaHua 12V
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OnuncaHne nogKknNoYeHNn

MopgxkniouyeHne NUTaHNA

12V

PekomeHgyembIii 6noK NnuTaHuA:

12B +10%, He meHee 3A.

[lna COBMeCTHOro UCnonb30oBaHNA NUTAHUA C APYTMMUN YCTPOWCTBAMMU
NpUMeHANTe 610K NTaHUs C 60nee BbICOKNM TOKOM.

Nopkniouenune Ethernet

CoepuHUTe YCTPOMCTBO 1 KOMMbloTep ¢ nomoLybto Ethernet-kabens, kak

MOKa3aHo Ha NpUMepe HIXe:

© © ©

©
::-:mua ZKBio Access IVS
ZKBioTime 8.0
=) 0
@
M
|
©
Default IP address: 192.168.1.201 IP address: 192.168.1.130
Subnetmask: 255.255.255.0 Subnet mask: 255.255.255.0

Mpumeyanue: MNpu nogknioveHnm K MO B nokanbHom cetn (LAN) IP-agpeca

cepsepa (1K) 1 ycTponcTBa AomKHbI HAXOANTHCA B OJHOI NOACETI.
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MogkniouyeHne gaTymKa ABepu, KHONKN BbiXxoAaa,
CATHaNN3aumunm n BcnomoraTtesibHbixX YCTPOﬁCTB

Aatumk asepw

KHonka Bbixoga NC = U
coMm
=
NO —]
SEN
GND
BUT AatimK abima
NO +
AUX { —] [[5/
COM ™ - —
BELL+ MATaHKe CUrHanu3auum
BELL
- +
AL+ ﬁ/ ‘
z g
Tpesora

MopknioueHne pene 3aMKa

Cnctema nopgepxmBaeT ABa Tvna 3amkoB: HopmanbHo pasomkHyTbiin (NO) n
HopmanbHo 3amkHyTbilh (NC)

Cxema noAKno4YeHnnA:

1. Ins NO 3amKa (pa36nokmpoBaH Npuv BKAOUYEHUN NUTaHKSA): MNogknouunte K
knemmam NO n COM

2. Ins NC 3amka (3a6i0KMpoOBaH Mpu BKOYEHUU NuTaHWA): MNogknounte K
knemmam NC n COM

Mpumep nopgknioueHna NC 3samka:

1) YCTPOcTBO 6€3 COBMECTHOrO NUTAHUA C 3aMKOM - 2) YCTPOWCTBO C COBMECTHBIM NTaHVEeM 3aMKa

T v I v
DC12V oND : DC12V N r=r

A He HapywaiTte nonapHocTb

HopManbHO-3aKpbITbI 3aMOK : b -
K . /—, >
=0+ NC : »‘%\’-@i + 7 INe
“/' S CcoM : - CcoM
:HopmanbHO-3aKpbITbIN 3aMOK
+ NO : NO
SEN : SEN
DC12V - GND : GND
R BUT ) BUT
AUX : AUX

MakcumanbHbI BXoa:
30V 3A.
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MNoaknioueHmne cuntbiBatens Wiegand

© © ©
Al
485B wo1 Cgfwetis)ller
WDO-OUT
WD1-OUT
© wDo
© o) = INWDO
z INWD1 Wwo1
z GND GND
S 12V-0UT 12V
— o Wiegand
® ® o RX232 Reader

Mpumeyanue: Knemmbl 485A 1 485B moryT 6bITb MOAKAOYEHBI NNOO K
wnarbaymy, iMBO K cunTbIBaTENIO C MHTEPDecom 485, HO He
0AHOBPEMEHHO K 060MM yCTpocTBam.

MogxnioueHne RS485
© © B
485A 485+
4858 485
GND
WDO0-OUT
® WD1-0UT kLl
© © =
s INWDO 485 Reader
5 INWD1
o GND
12V-0UT
TX232
e °c__° RX232
MopgxknioueHne RS232
© ® © 485A
WDO-OUT
WD1-0UT
INWDO
®
© @ = INWD1
E GND D
= 12V-0UT
) 1232 Printer
[V ] ZEs
© © ©
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2 NmaBHOE MeHI0

Haxkmnte M/OK Ha HayanbHOM 3KpaHe, YTOObl BOMTU B F1aBHOE MEHIO (CM. HUXe):

Main henu tvlain benu
User hgt. User Role GO, System Personaliz Data hgt. Access  Aftendanc
e Contral e Search
Personaliz Data Mgt Access  Attendanc Work Code Autotest  System
e Control e Search Info

Function Description

JobaeneHue, pefakTMpoBaHue, MPOCMOTP 1

User Mgt. .
yAaneHvie faHHbIX Nosib3oBaTeneil.
Hactpolika npas goctyna v ponew nonb3osaTenei
User Role
(Hanpumep, CNCTEMHBIX NpaB).
HacTpoiika napameTpoB ceTu, nocnefoBaTelbHoro
COMM. nHTepdeiica, nogknoyeHna K MK, Wi-Fi, obnauHoro

cepsepa, Wiegand v grarHoCTuKu cetu.

KoHourypaumsa cucTemHblX napameTpos: gata/

Bpemsi, HaCTPOMKM KYPHANoOB AOCTyrma U ydyera,
System ynpasneHue KapTamu,  TMn yCTPOIiCTBa,

6e30MacHOCTb 1 CHPOC K 3aBOACKMM HAaCTPONKAM.

MepcoHanusauus: nHTepdenc, 3ByK, pacnucaHue
Personalize 3BOHKOB, MapameTpbl OTMETKM U HaCTPOMKM
rOPAYMNX KNaBULL.

Data Mat YnpasneHue faHHbIMU: yAaneHne, pe3epBHOe
gt KOMUPOBAHWeE 1 BOCCTAHOBINEHNE.
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Hactpoiika 3amka u CKY[: BpemeHHble npaBuna,

npasgHuYHble IHY, KOMOVHVpPOBaHHasn
Access Control .
BepuduKaums, aHTUNACCO3K 1 aBapuiiHbIe PEXNMDI.
Attendance Search Mowuck cobbiTuin B XXypHane.
Work Code Ha3sHaueHwve TnoB paborT.

ABTOTECT Mopmynei (3KpaH, 3BYK, KnaBuaTypa,

Autotest yachbl).

MpocmoTp NOANTUKM KOHOUAEHLNANBHOCTY,
System Info JaHHbIX 1 nHbopmMaLum ob ycTponcTae (MPoLWwrBKa,
mopaenb).
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YnpaBneHue nosnb3oBaTenamm

Perncrpauyuna HoBoro nonb3oBaTena

Haxmute User Mgt. B rnaBHOM MeH10.
hain henu User Mgt

INew User
(V)]
e All Users

User hgt. User Role GO, System

=)

Personaliz Datalvigh  Access  Aftendanc
e Control e Search

Display Style

Perncrpauus ID nonb3oBatena
Haxmvunte New User v BeeauTe ID nonb3oBaTens.

Mew User User ID
User 1D z Flease input
User Fole Mormal User
Card Number

Passward

Access Control Role Confirm (OK) Cancel (ESC)

lMpumeyaHus:

Mo ymonuaHuio ID nonb3oBaTens MOXeT cogepatb oT 1 ao 14 undp.

Mpu nepsoHayanbHom pernctpauun ID MOKHO U3MEHNTDb, HO He nocne

3aBepLlieHnA perucrpayun.

Ecnn noasnseTca coobuieHne "Duplicated!", BbibepuTte gpyron ID, Tak Kak

BBE[EHHbIN yXe CylecTByeT.
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YCTponcTBO NofAepXKrBaeT BBOJ TONbKO uudp. Ipyrue cuMBosbl (6yKBbl,

creusHaKkm) MOXHO CMHXPOHM3UpoBaTb Yepes MO.

Ponb nonb3oBartensa

Ha skpaHe New User HaxxmuTe User Role, uto6bl HazHaunTb ponb: Normal
User (06bl1uHbIi Nonb3oBaTenb) uiv Super Admin (cynep-agmvHucTpartop)

OnwuncaHue ponei:

Super Admin: VimeeT nonHble npaBa ynpaBneHnsa yCTPONCTBOM.

Normal User: Ecniv cynep-agMMHUCTPATOp yxe 3apernctprpoBaH,
06bluHble NONb30BaTeNN He MOTYT YNPaBAATb CUCTEMON U UMEIOT JOCTYN

TOMNbKO K BeprdmKaLum.

User Defined Roles: O6bIuHbIM MNOIb30BaTENAM MOXHO Ha3HAUUTb

KaCTOMHbI€ POJZIN C OrpaHNYe€HHbIM JOCTYNOM K onpefeneHHbIM MEHHO.

User Role

Mormal User

(O Super Admin

Bax<Ho: Ecnv BbibpaHa ponb Super Admin, ana goctyna K rnaBHoOMy MeHo
notpebyeTtca gononHNUTeNbHaA ayTeHTUUKaLma (No meTofdam,

3aperncTpMpPOBaHHbIM J1A Cynep-aaMUHUCTPATOPa).

Homep KapTbi
Haxkmnte Card Number B meHio New User, uto6bl nepeitin Ha cTpaHuLy
perucTpauumn KapTbl.
Mpoueaypa perncrpayun:

lMpoBeaunTe KapTON B 30HE CYMTbIBaHWUA yCTpoKrcTaa: [pn ycnewHom
pervcTpauuy KapTta 6ygeT aBToMaTnyeckn fobaBneHa.

Ecnu KkapTa y»Ke 3aperucrpmpoBaHa, NoABuTCA coobLLeHue:

CtpaHunuyal20



SC800 PykoBopfcTBO nonb3osarens

"Error! Card already enrolled" (Owub6ka! KapTa yxe 3aperncrpmpoBaHa).

Enroll Card Mumber Enroll Card Wumber

Please swipe card Card Number1311129245

Maponb

HaxxmuTe "Password" B nHTepdeiice "New User", utobbl nepeiT Ha CTpaHuLy

pervcrpauum napons.

B nHTtepderice "Password" BBegute Tpebyemblii naposib 1 MOBTOPUTE ero

AnA noaTBepXxaeHus, 3atem HaxkmmTte M/OK.

Ecnv noBTOpHO BBEAEHHDI MNapOJsib OTIMYAETCA OT NepBOHaYanbHO
BBe[leHHOr O, YCTPOWCTBO BblAacT coobueHue "Password not match!”,

nocne 4yero nosb3oBaTtesnto n0Tpe6yeTcn NOBTOPHO NoATBeEPANTb NMapoOJib.

Mo ymonyaHuMio Naposib MOXET COAep»KaTb OT 6 40 8 uudp.

Password Password

Flease input Flease re-type the passward

| FdAd A

Caonfirm {OK) Cancel (ESC) Confirm {OK) Cancel (ESC)

Ponb KoHTpOna pocryna

Ponb KOHTpONA focTyna yctaHaBAMBaeT NPVBUErN JOCTYNA K ABEPAM AJ1A
Kaxxgoro nonb3osatend. OHa BkntoyaeT: [pynny fgocTtyna, Pexum

Bepudukaumm, BpemeHHol neprog
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Haxxmute Access Control Role > Access Group, uTo6bl pacnpefenuTto
3aperncTpupoBaHHbIX MOfib3oBaTenen no rpynnam ana yaobcrea

ynpasfieHuA.

Oco6eHHOCTU:
= HoBble Nonb30BaTeNN MO YMOSTYAHUIO OTHOCATCA K Group 1

= [loppepxuBaeTca Ao 99 rpynn KOHTpPoONA gocryna
JlononHuTenbHble HACTPOMKN:
Verification Mode - BbiGop pexunma Bepudukaumnm

Apply Group Time Period - HacTpolika BpeMeHHOro neproga gocryna

Access Control
Access Group
Yerification hMode

Apply Group Mode
Apply Group Time Period

Bce nonb3oBaTenn

1. B F'naBHoMm meHio BbibepuTte: User Mgt. — All Users

2. B ctpoke nowncka eeegute ID nonb3oBaTtens

3. Cucrtema OTO6pa3VIT COOTBETCTBYOLYIO I/IH(I)OpMaLI,VIIO O nofnib3oBatene

User Mgt AllUsers

1

Mew User e
z

e All Users &

3 3

Display Style
4 é
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PepakTupoBaHue nonbsoBarens

B nHTepoeiice All Users:
1. BbibepuTe Hy>KHOrO NoNIb30BaTENA U3 CNNCKA

2. Haxmute Edit nns nsmeHeHnaA oaHHbIX

User 1 Edit: 1
Edit User ID 1
Delete User Role Mormal User
Card Number 1311129243
Password T

Access Control Role

MpumeyaHue:
o T[pouecc aHanornyeH Job6aBNeHNIO HOBOTO Nosib3oBaTens, Ho ID Henb3A

N3MEeHUNTb.

o [ogpobHocTtu cm. B pasgene "User Registration”.

YpaneHune nonb3oBaTtens
B nHtepderiice All Users:
1. BbibepuTte nonb3osatens — HaxmuTe Delete
2. HaakpaHe nogTtBepaeHua Haxxkmute M/OK

BapI/IaHTbI yAaneHua:

Delete User - nonHoe yaaneHune BCcex AaHHbIX MONb30BaTenA.

Delete User Role Only - cHATVe npaB agMuHKCTpaTopa (Monb3oBaTenb

CTaHOBWTCA OObIYHbIM).
Delete Password Only — yaaneHue Tonbko napons.

Delete Card Number Only - yganeHvie Tonbko NpUBA3aHHON KapTbl.
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User 1 Delete : 1

_ et Hser fole nly

Delete Password Cnly

Delete Card Mumber Only

3.3 CTunb oTo6pakeHns

B lasHom meHio BbibepuTe User Mgt. — Display Style, 3atem Bbi6epuTe

Display Style ana nepexopfa B nHTepdernc HacTpoeKk oTobpaXkeHus.

User Mgt Display Style

=4 Wew User O Mutdple Line

ﬂocwngle caumnn OTO6pa)KEHVIﬂ:

Multiple Line (MHOrocTpouHbii1) Mixed Line (CmeluaHHbI)
All Users AllUsers
2 z [T
m
3 3 4
3
il 4 £
3
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Ponn nonb3oBaTtenemn

(DyHKLl,I/Iﬂ User Role no3eonAeT HazHavyaTb Nonb3oBaTensam onpejeneHHble

npasa AOCTYyrMa B COOTBETCTBMM C UX NMOTPeBHOCTAMY.
B FrnaBHOM meHio BbibepuTe: User Role — User Defined Role

HacTpoiite obnacTtb pa3speLueHuii A NONIb30BaTENbCKOW POy (BOCTYMHO

3 BapuaHTa HaCTPOWKM NPaB JOCTyna K GyHKLUMAM MeHIO0).

User Role

4 User Defined Role 1
* 2 User Defined Role 2

*| User Defined Role 3

@ Enroller

B nntepdeiice User Defined Role: AkTnBupyiiTe/aeaktnsumpyiirte

HaCTPOWIKY poreii c nomoubto nepeknoyatens Enable Defined Role

User Defined Role 1
Enable Defined Role

MName

User Defined Rale 1
Define User Role

Bbi6epunTe Define User Role o515t HazHaueHvs npas HOBOW ponu —

noarsepauTe kHonkon M/OK.

NHTepdenc HazHaueHnA nNpas:
* JleBas 4acTb 3KpaHa - 0TOOPaKaloTcA Ha3BaHMA GYHKLWIN raBHOrO MEHIO

= [MpaBasA YyacTb — CNVCOK NOAMEHIO AN BbIopaHHON GyHKLMM
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PykoBopcTBo nonb3osatena

HasHauyeHue n

paB goctyna:

= BbiGepuTe HYXKHYI0 GYHKLMIO 113 [NTaBHOrO MeHIo (neBas YyacTb 3KpaHa)

= OTMeTbTe Heo6XoaMMbIe MOAMEHIO 113 CMICKA (NpaBas YacTb dKpaHa)

User Defined Role 1

User Defined Role 1

[] User mat. [] Mew User [4] #ccess Contral [ Dewice Capacity
[ Camm. [ &N Users [] attendance Search | [ Device Info
[ &ystem [7] Display Style [ work Code [ Firmware Info
[] Personalize [ Autotest
[ Data mugt [] System Info

Mpumeyanue:

Ecnun dyHKumsa User Role akTuBmpoBaHa ana ycTpoiicTea:

1. Nepengute: User Mgt. > New User > User Role

2. Ha3HaubTe co3paHHble PONN HY>KHbIM NOJSIb30BaTENAM

BaxHo! Ecnni B yCTPOWCTBE He 3aperncTpupoBaH cynep-aagMUHUCTPATOP, Npu

nonbiTKe BKNtounTb GyHKLuMIo User Role nossntca coobuyexme:

"Please enroll super admin first!" ("CHauyana 3apeructpupyiite cynep-

agMuHUcTpaTopal")
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CBAa3b

HacTpoiikum cBsizv ncnonb3yoTcsa ans KoHbUrypaLumm napaMmeTpos cety,
nocnepgoBatesibHOro HTepdeinca, nogknoverusa K MK, Wi-Fi, obnauHoro

cepBepa, Wiegand 1 guarHocTmkm cetu.

Bbibepnte COMM. B rnaBHOM MEHHO.

Comm.

Ethernet

L) Serial Comm

e PC Connection

= Wi-Fi Setfings

G Cloud Server Settings

5.1 Ethernet

Ona ceasm yctpownctBa ¢ [K uyepe3 Ethernet Heobxopumo HacTpouTb
napameTpbl cetn u ybeautbcA, uTo ycTpoictBo U K HaxopAaTca B ofHON

noaceTu.

Hacrpoliika: B untepdeiice Comm. Settings sbibepute Ethernet.

Ethernet Ethernet
IP Address Gateway
192.168.163.99 182.168.165.1
Subnet hask DMz
255.255.255.0 0.0.0.0
Gateway TCP COhM.Port
152.168.163.1 4370
DS DHCP
0.0.0.0
TCP COkhA.Port Display in Status Bar
4370
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MapameTpbi:

Mo ymonyaHuio: 192.168.1.201. MOXHO N3MeHUTb B
COOTBETCTBUM C CETbIO.

IP Address

Subnet Mask Mo ymonuaHuio: 255.255.255.0. MOXXHO N3MEHUTD.

Gateway Mo ymonyaHwuio: 0.0.0.0. MOXHO N3MEHUTb.

DNS Mo ymonyaHmio: 0.0.0.0. MOXHO M3MEHUTb.
TCP COMM. Port Mo ymonyaHwio: 4370. MOXHO U3MEHUTb.

DHCP IOnHammnyeckoe BbigeneHne IP-agpecos uepes cepsep.

Displayin Status = Biniounte/oTKNIOUNTE OTOGPaXKEHME CETEBOrO 3HAUKa B
Bar CTPOKe COCTOAHMA.

MocnepoBatenbHbi NHTepdec

®OyHkumA Serial Comm obecneumnBaeT CBA3b C yCTPOWNCTBOM Yepes

nocneposatesibHbIn NopT (Master Unit/OSDP Output).

Hacrpoliika: B uHtepdeiice Comm. Settings BbibepuTe Serial Comm.

Serial Comm Serial Port
Serial Port Na Using
Mo Using

Baudrate (O Master Unit

115200
(O O3DP Output
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MapameTpbi:

No Using: HeT cBA3u yepe3 nocnepgoBaTtenbHbIi NOPT.

Master Unit: Pexxum "Master Unit" ana nogknioueHusa K

Serial Port cuuTbIBaTENIO.

OSDP Output: CeA3b yepes nopt OSDP.

HocTynHble 3HayeHua: 115200 (no ymonyaHuio), 57600,
38400, 19200.

Yem BbiLe CKOPOCTb, TeM bGbiCTpee nepefaya AaHHbIX,

Baudrate HO HMXe HaeXXHOCTb.

[na KOPOTKUX PacCTOAHMI WCMONb3YNTE BbICOKYIO
CKOPOCTb Nepefayn AaHHbIX , 1A AUHHBIX — HU3KUIA.

5.3 NopknioueHne K MK

Comm Key nosbiwaeT 6€30MacHOCTb AaHHbIX, YCTaHABMMBAs 3alyuLeHHOe

coefHeHne mexay ycrponctsom u MNK.

Mocne HacTponkn Comm Key ana noakntoueHus K MO MK notpebyetca

naporb.

Hacrpoliika: B nHtepderice Comm. Settings Bbibepute PC Connection.

T

Mo ymonyaHuio: 0.
Comm Key
Mo>HO n3meHuUTb ([OoNyCTMMbI 3HaYeHNA oT 1 o 6 undp).
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NoeHTndukatop yctpoiicTtea (AnanasoH: 1-254)

Baudrate [na ca3n yepe3 RS485 ykaxute 370T ID B uHTepdeiice

no.

Hacrponkun Wi-Fi

YcTpoiicTBo ocHaleHo mogynem Wi-Fi, KOTopbiii MOXeT 6bITb BCTPOEHHbIM UK

noakKni4vaTbCA BHELWHe.

Mopynb Wi-Fi obecneunBaet nepegayvy gaHHbix no ctaHgapty Wi-Fi (Wireless
Fidelity) n cospaetr 6ecnpoBopgHyto cetb. O®yHkuma Wi-Fi BknioyeHa no

ymonuaHuio. ina oTknioueHma ncnonb3ynTe nepeknioyatens Wi-Fi.

Hacrpoiika: B untepdeiice Comm. Settings sbibepute Wi-Fi Settings.

Wi-Fi Settings

WIFI

Mowunck Wi-Fi cetn

Wi-Fi BkntoueH no ymonyanuio. Vicnonb3yiTe nepeknoyatens Ana
aKTMBauun/geakTusaLnu.

Mocne BkNoueHns YCTpOIhCTBO aBTOMaTUYeCKN Hanget [OCTynHble CETU.

BbibepuTe Hy>KHYIO CeTb 13 CNUCKa — BBeAMUTE Naponb — Haxmute M/OK.
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Wi-Fi Settings zkes
WIFL fm
Security: WPAPSK/AWPAZPSK
CMW_ AP Connected Signal Strength: Very Strong
Password
zkes ”-?-:'
Tenda_test] "Z-—""
o
ZYFT-HW4 - Connect to Wi-Fi {OK) Cancel (ESC)

anI ycnewHoM NoAKMo4YeHNUN Ha rMaBHOM 3KpaHe NOABUTCA 3HAYOK

Wi-Fi. =

PyuHoe fo6aBneHue cetn

Ecnu HyKHas ceTb He oToObpaXKaeTcA:

Wi-Fi Settings Add Wi-Fi Network
PLtest-1 = B
HUAWEL-10GEDS = Letotliiee
INFRA

I Auth, hMode

: OPEN
ZKfuf -
Add Wi-Fi Metwark
Haxkmnte Add Wi-Fi Network. BeeanTte napameTtpbl cetun (SSID,

naposb 1 T.4.).

ﬂgumeanue: MNocne no6aBneva CEeTU BbINOJZIHUTE CTaHﬂ,apTHbIIZ npouecc

NOAKIOUEHNS.
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PacwumpeHHble HaCTPOMKMN

B nHTepdeiice Wi-Fi Settings Bbi6epnte Advanced gns HacTporiku

napameTpos:
Wi-Fi Settings Ethernet
DHCP
HUAWEI-10GE03 -
" IP Address
i 0.0.0.0
Subnet hask
ZHfuiu -
0.0.0.0
Gateway
Add Wi-Fi Network
0.0.0.0
Advanced

OnucaHmne pyHKLUN

ABTOMaTuyeckoe  Ha3HauyeHue IP-agpecoB  (npwm
BK/IOYEHMM PYYHas HacTpoiika IP HeBO3MOXHa).

DHCP

Mo ymonuaHuio: 0.0.0.0. MOXHO WK3MEHUTb B

IP Address COOTBETCTBUN C CETbIO.

Subnet Mask Mo ymonuaHuio: 255.255.255.0. MOXXHO M3MeEHUTb.

Mo ymonyaHuio: 0.0.0.0. MOXXHO M3MEHUTb.
Gateway
Hactponkun o6nauHoro cepBepa

B nHtepderice Comm. Settings Bbi6epuTe Cloud Server Settings ana

nogknoyeHua K cepsepy ADMS.
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Cloud Server Settings
Server Address

110.80.38.74
Server Port

i 5088
Enable Proxy Server
HTTPS N
| @]

Onucanune GyHKuun

gy ommeane

Server Address IP-appec cepsepa ADMS.

Server Port MopT cepsepa ADMS.
Enable Proxy PyuHoi1 BBOA IP 1 nopTa npokcu-cepsepa (ecnu
Server BKJIIOYEH).

LUnppoBaHne nepepaumn faHHbIX U ayTeHTUPMKaLMA
HTTPS Ans obecneyeHusi 6e3onacHoOCTU.

5.6 Hacrtponka Wiegand

Mcnonb3yeTca ana HacTpoikn napameTpos BBoAa 1 BbiBoga Wiegand.

Hacrpolika: B nHtepdeiice Comm. Settings Bbi6epute Wiegand Setup.

Wiegand Setup

Wyiegand Qutput
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PykoBogfcTBO nonb3oBaTens

5.6.1 Bxop Wiegand

‘Wiegand Options

Wiegand Bits

2B

Pulse Width{us)

100

Pulse Interval(us)

10 Type

Onucauune GyHKyMN:

1000

User ID

I T S

Wiegand Format

Wiegand Bits

Pulse Width(us)

Pulse Interval(us)

ID Type

JoctynHble dopmarbi: 26, 34, 36, 37, 50 6uT.

Konnuectso 6ut gaHHbix Wiegand.

LWnprHa mmnynbca (no ymonuanuio: 100 MKC,

ananasoH: 20-400 MKc).

WHTepBan mexay nmnynbcamu (Mo ymonyaHmio:

1000 MKc, AranaszoH: 200-20000 MKc).

Bbibop Tvna naeHtndmrkatopa: User ID unu
HOMep KapTbl.
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OnucaHue ¢popmaTtoB Wiegand:

‘ ®opmat Wiegand OnucaHune
ECCCCCCCCCCCceccccccccccco

Wiegand26
26 6UT (6KTbI 2-25 — HOMeEp KapTbl).

ESSSSSSSSCCCCCCCCCCCCCccco

Wiegand26a 26 6UT (6UTbI 2-9 — Kog caitTa, 6UTbl 10-25 — HoMep

KapTbl).

ECCCCCCCCCCCCCcLeccccccceccccccccco

Wiegand34
34 6uT (6UTbl 2-33 — HOMEP KapTbl).

ESSSSSSSSCCCCCCCCCCCCcccccceccccco

Wiegand34a 34 6uT (6UTbI 2-9 — Kog canTa, 6uTbl 10-33 — HoMep

KapTbl).
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Wiegand36

OFFFFFFFFFFFFFFFFCCCCCCCCCCCCCCCCMME

36 6UT (6KTbI 2-17 — KO YCTPOWNCTBA, OUTbI 18-33 —

HOMep KapTbl).

Wiegand36a

EFFFFFFFFFFFFFFFFFFCCCCCCCCCCCCCCCCo

36 6UT (6UTbI 2-19 — KOA yCTPONCTBa, 6UTHI 20-35 —

HOMEp KapTbl).

Wiegand37

OMMMMSSSSSSSSSSSSCCCCCCCCCCCCCCCCCCCE

37 6uT (61Tbl 2-4 — KO Npown3BoauTens, 6utbl 5-16

— Kop caiiTa, 6uTbl 21-36 — HOMep KapTbl).

Wiegand37a

EMMMFFFFFFFFFFSSSSSSCCCCCCCCCCCCCCCCOo

37 6uT (6uTbl 2-4 — Ko NpowusBoauTens, 6utol 5-14
— Kop YCTPOWNCTBa, 61Thl 15-20 — Kop caliTa, 6uTbl

21-36 — HOMep KapTbl).
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PyKOBOACTBO nosnb3oBatena

ESSSSSSSSSSSSSSSSCCCCCCCCCCCccCcccccccccccc

C — HOMep KapTbl
E — 6UT yeTHOCTU (even)

F — kop ob6bekra (facility)
M — Kopg npounssogutens
S — Kop canTa

O — 6UT HeyeTHOCTYK (odd)

CCccecco
Wiegand50
50 6uTt (6butbl 2-17 — Koa cailTa, 6uTbl 18-49 —
HOMEp KapTbl).
0603HaueHunn:

5.6.2 Boixop Wiegand

Wiegand Options

Wiegand Cutput Bits

Failed 1D
Site Code

Pulse Width({us)

Onucauune GyHKUMN:

Wiegand Options

Failed IO

Disabled
Site Code

Disabled
Pulse Width{us)

100
Pulse Interval(us)

1000

T T

Wiegand Format

Wiegand Output Bits

LoctynHble popmaTbl: 26, 34, 36, 37, 50 6uT.

Bblbop konuuectBa OWUT AnA  BblOpPaHHOroO
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Failed ID Mpu HeygauHon BepudMKauuu  cucTema

oTnpasuT ID owmnbKu.

Site Code Kop canta (quanasoH: 0-256).
Pulse Width(us) LWnprHa nmnynbca.
Pulse Interval(us) WHTepBan mexagy nmnynbcamu.

Bbi6op Trna ngeHTndurkaropa: User ID unu
ID Type

HOMep KapTbl.

,[l,vlarHocrana cetTun
OyHKUMA NO3BONAET HACTPOUTL NapaMeTPbl JUarHOCTUKMN CETU.

Hacrpoiika:
1. BuHTepdeiice Comm. Settings Bbibepute Network Diagnosis.
2. Beegute IP-apgpec ona onarHoCTUKK.
3. Haxmute Start the Diagnostic Test, uTo6bl NnpoBepUTL BO3MOXHOCTb
NOAKIOYEHNA K YCTPOWNCTBY Yepes CeTb.
lMpumeyaHue:
e TecT NnpoBepsAeT JOCTYMHOCTb YCTPONCTBA B CETU.

e Pe3ynbraT oTOOparkaeTcA B BuAe cTaTyca (ycnewHo/HeyfauqHo).

Metwork Diagnosis
IP Address Diagnostic Test

110.80.38.74
Start the Diagnostic Test
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CncremHble HaCTPOMKN

Pa3pgen no3ssonsaer HaCTPOUTb NapaMeTpPbl CUCTEMbI ANA ONTUMKU3aLnNn pa6OTbI

ycTponcTsa.

Hoctyn: B FnaBHOM MeHIo BbibepurTe System.

TepMMHan KOHTpoONA AgocTtyna:

System

Date Time
B Access Logs Settings
Card Management

Device Type Settings

System
D Access Logs Setfings
E Card hManagement
H Device Type Settings

a Security Settings

a Security Settings @ Reset

TepmuHan yueta pa6ouero BpemeHu:

System System

Date Time D Attendance

B Altendance E Card Management
Card Management H Device Type Settings

Device Type Settings m Security Settings

a Security Settings @ Reset

6.1 lata n Bpemsa

B uHTepodelice System BoibeprTe Date Time gna HacTponku.
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Date Time Cate Time
Date and Time Auto Sync Z4-Hour Time
Set the NTP Server Address Date Format
O.cn.poolntp.org Y -lA-DD
Select Time Zone Daylight Saving Time
UTC+5:00
24-Hour Time Daylight Saving hMode
By DaterTime
Date Format Daylight Saving Setup
N -hihd-DD

Date and Time Auto Sync: ABTomaTuyeckasa CMHXPOHU3aL 1A BpeMeH

yepe3 NTP-cepBep (TpebyeTcs BBO apgpeca cepBepa).

Set the NTP Server Address: PyuHas HacTpoiika aatbl/BpemeHn —

nogreepgute Confirm.
Select Time Zone: Bbi6op YacoBoro nosca yctponcraa.
24-Hour Time: BknioueHne/oTknoueHne 24-yacoBoro popmata BpemeHMU.

Date Format: Hactpolika popmata faTbl (aKTIBHa Npwv BKNOYEHHOM 24-

yacoBom popmare).

Daylight Saving Setup Daylight Saving Setup
Start Month 1 Start Date 00-00
Start Week 1 Start Time omoa
Start Day Sunday End Date 00-00
Start Time 00:00 End Time 00:00
End honth 1
HepenbHbin pexxum Pexxum gatbi

Daylight Saving Time:
e BkrioyeHne/oTKNIOUEHNE NepexoAa Ha leTHee Bpems.
e [lpu aktTnBayunm:
1. BbibepuTe pexxum (Daylight Saving Mode).

2. YctaHoBuTe Bpems nepexoga (Daylight Saving Setup).
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SC800 PykoBopfcTBO nonb3osatens

Bax<Ho: lMpu c6poce Kk 3a800CKUM HAcMpolikam:
e BoccraHasnumBatoTca popmatbl BpemeHu (24-yacosoi) 1 gatol (YYYY-MM-DD).
o Tekyuwue pata/BpemMs oCTaloTCA 6€3 3MeHeHWIA.
Mpumep: Ecnn Bpema ycTponctBa 6bin0 M3MeHeHo ¢ *15.03.2020 18:35*% Ha

*01.01.2021 18:30%, nocne c6poca octaHeTca *01.01.2021 18:30*.

HacTpoiikm XXypHanoB goctyna u yyeta
pabouero BpemeHun

DocTyn: B untepderice System Boibeprte Access Logs Settings and Attendance.

TepMmuHan ynpasneHus:

Access Logs Settings
Access Log Alert

)
Periodic Del of Access Logs

Disabled
Authentication Timeout(s)
3
Tele/IHaﬂ ydyeTa paﬁoqero BpemMmeHn:
Aftendance
Duplicate Punch Period(rm)
1
Attendance Log Alert
a5
Periodic Cel of T&A Data
Disabled

Authentication Timeout(s)
g

QyHKUUM ANA TepMUHana KoHTponsa gocryna (Access Control Terminal):

Mpu 3aNoNHeHNM KypHana AocTyna o
MaKCVMasbHOrO 3HaYeHUsA YCTPONCTBO BbIBOANT
npepynpexmeHve.

Access Log Alert
MOo>HO OTKNOUUTL UK 33AaTb 3HaueHve (1-
9999).

CtpaHunuyal|4



SC800

PyKOBOACTBO nonb3oBaTena

Periodic Del of Access

Logs

Authentication

Timeout(s)

ABTOMaTUYeCcKoe ypaneHue CTtapbixX 3anucen

Npwn 3anNOSIHEHUN NAMATU.

MOHO OTKNIOUNTL UK 3aAaTb 3HadYeHue (1-
999).

Bpems oTobpaxkeHus coobLeHns o6 ycnewHom

BepudmKaumm (1-9 cekyHa).

(D!HKI.WIIII ANA TepMUHana yyeta paboyero BpemeHun

(Time Attendance Terminal):

Duplicate Punch

Period(m)

Attendance Log Alert

3anpeTr MOBTOPHOW OTMETKM B 3afaHHbIN

nepuog (1-999999 MuHyT).

MpenynpexaeHve Npy 3anofnHeHNM XXypHana

yyerta.

MOHO OTKNIOUMTbL UK 3aAaTb 3HadYeHue (1-
9999).
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ABTOMaTHyeckoe yAaneHume CTtapbix 3anucen

yuerTa.
Periodic Del of T&A
Data
MOoXHO OTKNIOUUTbL UK 3aaTb 3HaueHue (1-
999).
Authentication Bpems oTobpaxeHus cooblyeHus 06 ycnelHom
Timeout(s) Beprdukaumm (1-9 cekyHpa).

YnpasneHue Kaptamu

Aocryn: B untepoderice System Bbibepnte Card Management.

Card Type Card Type
[] 125kHz [] End10z [] 125kHz [] FELICA
[] 13.56MHz [] HID PROX [[] 13.56MHz [] HID ICLASS
[] MIFARE
[F] NFC P2P

UHTepdelic ynpaBneHus:
¢ B neBoi1 yacTm 3KpaHa 0TO6paXxatoTCA TUMbI KapT (FaBHOE MEHIO).
e B npaBoi YacTn — CNUCOK NOAMEHIO AJ1A BbIGPAHHOMO TUMa KapTbl.
Mpouepypa HacTpoiKn:
e BblbepunTe HYXHbI TUM KapTbl U3 CNCKa CleBa.

e YKaxuTe Tpebyemble MapameTpbl B NOAMEHIO CrpaBa.
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HacTtponkn Tyna ycrponcrea

B untepderiice System Bbi6epute Device Type Setting ans HacTpoiku

napameTpoB YCTPONCTBa.

Device Type Settings

Communication Protocol PLISH Protocol

Device Type ALC PUSH

Communication .
HacTtponka npotokona PUSH.
Protocol

YcTtaHoBKa T1na yCTpOVICTBaZ TEPMWUHAN KOHTPOJIA

Device Type
AOCTYNa UM TEPMMHaN yyeTa paboyero BpemeHm.

lMpumeyanue: Mpun U3MeHEHUN TVMa YCTPONCTBA BCe faHHble OyayT yaaneHbl,
YCTPOWCTBO Nepe3arpysntca, a Hekotopble GyHKLMM OyayT aBTOMaTUYECKN

CKOPPEKTMPOBaHbI.

HacTtpoiiku 6e3onacHocTm
B nHTepdelice System BbibepuiTe Security Settings.
Security Settings
Security hode
Standalone Communication
55H

User |D Masking

Display Verification hMode
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PyKOBO,ﬂ,CTBO nonb3oBatena

Onucauune GyHKyMN:

Security Mode

Standalone

Communication

SSH

User ID Masking

Display Verification
Mode

BkntoueHne pexrma 6e30MacHOCTV ANA 3aLUTbl
yCTpoicTBa " MepCOHasbHbIX AaHHbIX
nonb3osatenen. Mo3BonsaeT pabotatb B odnaiiH-
pexunme 1 CKpblBaTb JIMYHY0 UHbOPMaumio npu

BepudmKaumn.

Ona odnaiH-ncnonb3oBaHWsA NpefBapuUTenbHO

yctaHoBuTe IO (Hanpumep, ZKAccess 3.5) Ha K.

[ocTyn K cepBepHOI YacTn YCTPOWCTBA ANA

TexHn4yeckoro O6CJ'Iy)KVIBaH nAa.

Mpun BknoyeHnn User ID B pesynbTatax
BepndUKaLMM 3ameHAeTCcA Ha * ana 3awuTbl

KOHOUAEHUNANbHOCTH.

Onpepgenset, oTo6pakaThb SN PeXnM

BepudrKaLmm Ha SKpaHe pe3yNbTaToB.

C6poc K 3aBOACKNM HaCTpoMKam

OyHKuma Factory Reset BoccTaHaBNMBaET NapameTpbl YCTPOWCTBA (HaCTPOWKM

CBA3U, CUCTEMbI N T.p,.) K 3Ha4eHMAM No yMOnYaHuio 6e3 yAaneHna [AaHHbIX

3aperncTprupoBaHHbIX Non b3oBaTenei.
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Mpouepypa:
1. B uHTepdeiice System BbibeprTe Reset.

2. NopteepanTe gencrame kHonkon OK.

System

m Aftendance

Card Management

Reset7Restart

OK

Cancel
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7 YnpaBneHune gaHHbIMN

B aBHoM MeHIo BbibepuTe Data Mgt. ana ynpaBneHua AaHHbIMU YCTPOCTBA.
Data Mgt
Baclkup Data

ﬂ Restore Data

7.1 YpaneHue gaHHbIX

B nHTepdeiice Data Mgt. Bbibepute Delete Data.

Delete Data Delete Data

Delete Admin Role

Celete All Data Delete Access Control
Drelete Admin Role Delete Wallpaper
Drelete Access Control Delete Screen Savers

Delete Wallpaper

Onucaumne GyHKyMN:

i omeame

Delete Access Records = YganeHwe 3anucein foctyna u yyeta no

& Attendance Data YCNOBUAM.

Delete All Data MonHoe yfaneHue flaHHbIX BCEX NO/b30BaTeNeN.
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Delete Admin Role CHATKe BCex NpaB agMMHMCTpaTopa.
Delete Access Control YpaneHve JaHHbIX KOHTPONA JoCcTyna.
Delete Wallpaper YpaneHue Bcex 060eB yCTpoONCTBa.
Delete Screen Savers YnaneHue 3acTaBoK 3KpaHa.

Delete Backup Data YnaneHue pe3epBHbIX KOMUIA.

MpumeyaHue:
Mpw yoaneHun 3anncei foctyna/yyeta MOXHO BblbpaThb:

o Delete All (nonHoe yaaneHue)

o Delete by Time Range (yganeHve 3a yka3aHHbIli nepuog).

Delete Access Records Start Time

Delete All 2022-10-28 00:00

o+ o+ 4

Delete by Time Range +
HEE | 10 28 oo

Y'Y bkt DD HH flbt

Confirm (OK) Cancel (ESC)

Pe3epBHoe KonnpoBsaHune

B uHtepoeiice Data Mgt. BoibepuTe Backup Data.

Data Mgt

a Delete Data
Backup Data

- Restore Data
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©  BbibepuTe faHHble 4718 pe3epBUPOBaHUS.

Backup Data Backup to Device

Backup Start

Backup Content

System Data

*  Haxmute Backup Start — M/OK.

Backup to Device Backup to Device

Backup Content Business Data System [... Backup Content Business Data System D...

Backup is completed! [ESC] 1o exit.

7.3 BoccTaHOBNEeHMe faHHbIX

B nHTepderice Data Mgt. BoibepuiTe Restore Data.
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SC800 PykoBopcTBo nonbsosarens

Data Mgt

@ Delete Data

E Backup Data

F S

L4 Bb|6ep|/|Te AaHHblE ANA BOCCTaHOBIEHUA.

Restore Data Restore from Device

Start Restore

Content

System Data

*  HaxmuTe Backup Start — M/OK.

Restore from Device Restore from Device

Content Business Data System [... Content Business Data System D...

Data restore 15 completed,device will auto reboot.

_
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PyKOBOﬂCTBO nonb3oBaTena

KoHTponb pocryna

B MmaBHoM meHIo BblbepuTe Access Control ans HacTpolkm napameTpoB

AO0CTyNa, ynpaBneHNA 3aMKaMn U pacnmncaHna oTKpbITUA ABepeﬁl.

TepmunHan KOHTpona gocryna:

Access Control

Access Contral Options
8 Time Rule Settings

Holidays

Combined Yerification

Anti-passhack Setup

TepmuHan yyeta pa6ouero BpemeHu:

Access Control

Access Control Options

8 Time Schedule

Holidays

|} Access Groups

Combined Yerification

Access Control
8 Time Rule Settings
Holidays
Combined Yerification

Anti-passback Setup

o Duress Options

Access Control

Holidays
|| Access Groups
Combined Yerification

Anti-passhack Setup

o Duress Options

YcnoBusa ocryna gns 3aperucTpupoBaHHbIX Nonb3oBaTeneii:

TEKyLI.I,ee BpemAa paS6J10KI/IpOBKI/I ABEPU OOMKHO coBnafatb C

AoNyCTUMbIM BPEMEHHbIM NMHTEPBAJIOM NOJIb30BaTeNA.

prnna nonb30oBaTens foMXKHa ObITb BKOYEHA B KOM6I/IHaLl,I/IIO

pa36I0KMPOBKY ABEPV (€CNM €CTb ApYrie rPYNMbl B TOW e KOM6MHaLmu,

Ux BeprdrKaLua TakxKe TpebyeTcs).
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PyKOBOﬂCTBO nonb3oBatena

Mo ymonuaHuio HoBble Nonb3oBaTeny obasnaTca B Group 1 ¢ BpemeHHon

30HOI MO YMOJYaHWIo, Fae KOMBUHaLMA JoCTyna ycTaHoBneHa B "1" 1 ABepb

pa36noKnpoBaHa.

HacTponkun KOHTpona gocryna

B nHTepdeiice Access Control Boibepute Access Control Options.

TepmuHan KOHTpona pocryna:

Access Control Options
Gate Control hode

Verlfication IWode

Password/C...

Door Available Time Period

Mormal Gpen Time Period

Master Device

TepmuHan yueta pa6ouero BpemeHu:

Access Control Options
Door Lock Delay(s)

Door Sensor Delay(s)

Door Sensar Type

Mone

1o

10

MNormal Close[MNC)

Door Alarm Delayis)

Retry Times to Alarm

30

Access Control Options
Slave Device

Qut
Auxiliary Input Configuration

Werlfy hMode by RS485
Card Only

Speaker Alarm

Feset Access Settings

Access Control Options
Auziliary Input Configuration

Yerify Mode by R5485
Card QOnly
Yalid Holidays

Speaker Alarm

Feset Access Settings
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PyKOBO,ﬂ,CTBO nonb3oBatena

QyHKUUM ANA TepMUHana KoHTponsa gocryna (Access Control Terminal):

Gate Control Mode

Verification Mode

Door Available Time

Period

Normal Open Time

Period

Master Device

BknloueHne/oTKoYeHe peXxnuma yrnpasneHus
BOpoTaMu (ckpbiBaeT napametpbl Door Lock

Delay, Door Sensor Delay, Door Sensor Type).

Pexxumbl Bepudrkaumu: Maponb/KapTa, Tonbko
ID, Tonbko naponb, Tonbko KapTa, lMaponb +

Kaprta.

BpemeHHO nHTepBan AOCTYNHOCTM ABEPU.

I'Iepl/lon NOCTOAHHOIO OTKPbITOro COCTOAHUA

aBepu.

Hactpolika rnaBHoro yctporcrtsa: In (Bxop) nunm

Out (Bbixop).

Bbixopa;: 3anuncb Bepudrkauum Ha rnaBHom
YCTPOWCTBE ABNAETCA 3aNnCblo Bbixoaa (check-
out).

Bxoga: 3anucb BepuduKkaLmm Ha rnaBHOM

YCTPONCTBE ABNAETCA 3anucbio Bxoaa (check-in).

CtpaHunuyals3



SC800 PykoBopacTtBo nonbsosarens

. Hactponka nogunHeHHoro yctponcrsa: In
Slave Device
(Bxoa) unun Out (BbixoA).

3apaeT BpemeHHOW WHTepBan pa3bnoKnpoBKu

OBepu U TN BCMNOMOraTenbHOro Bbixoga AnA
Auxiliary Input

[OMNONHNTENbHOTO TEPMUHANIBHOIO YCTPONCTBA:
Configuration

Het, OTtkpbiTne pBepwn, AKTMBauMA TpeBOrHY,

OTKpbITVE ABEPY + TpeBora

MeTO,EI, BepM(I)MKauMM npn MNCNofib30BaHUN

RS485.

Verify Mode by RS485

YCTpoicTBO nepefaeT 3BYKOBYIO TpPeBOry Wiu

CWUrHan o BCKPBITUM JIOKanbHO. Mpun 3aKpbiTin
Speaker Alarm .

ABEpPU MAU ycrnelwHon BepudMKauum cuctema

OTMEHAET NOKallbHYO TPEBOTY.

C6poc napameTpoB AOCTyNa (KpoOMe yaaneHHbIX
Reset Access Setting  5,,,x 8 Data Mgt.).
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DyHKUMN ANA TepMMHaNa yyeTa pabouyero BpemeHun
(Time Attendance Termina)l:

MpofomKUTENBHOCTb BPEMEHH, B TEUEHME

KOTOPOro yCTPOWCTBO yAep>KNBaeT

Door Lock Delay (s) poroycrp yaep
3/1eKTP03aMOK B pa36/10KNPOBAHHOM COCTOAHNN.

Bpema pa36bnoknposku 3amka (0-10 cek).

Ecnu aBepb He 3a610KNPOBaHa 1 OCTaeTcs
OTKPbITON B TeYeHre 3aJaHHOr0 BpeMeHM
3aepkKa fatunka aeepw), bynert

Door Sensor Delay (s) (3apep A Asepy), byA

AKTUBNPOBaHa TpeBora. ,U,OI'IyCTVIMOG 3HayeHune

3apepKKuM faTtumka aBepu coctaBnsaeT ot 1 go

255 cekyHg.

Tun patunka asepu: None, NO (HopmanbHO
oTKpbITbIN), NC (HOpManbHO 3aKpbITbIN).
None: 03HauaeT, YTo JaTuurK ABepU He
ncnonb3yeTca.
Door Sensor Type
NO: o3HauaeT, UTo ABEPb OCTAeTCA OTKPbITOMN
npv nogave 37eKTponuUTaHus.
NC: 03HauaeT, 4To ABEPb OCTAETCA 3aKPbITON

npwn nofaye aNekTponnTaHuA.

3ajepKKa CMrHanu3auuy Npy HeCOOTBETCTBUM
Door Alarm Delay(s)

CcoCToAHMA AaTumKka (1-999 cek).
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Yncno HeygauHbix NOMbITOK BepudmKkauum [o

Retry Times to Alarm
curHanmsagum (1-9).

HactpaviBaet Bpems pa3bnoKMpoBKK ABEPU K

Auxiliary Input ™n  pononHutenbHoro  Bbixoga  (None,
Configuration OTkpbiTe  paBepw,  TpeBora,  OTKpbiTHE
+TpeBora).

Mpu aktmBauum ¢yHKUUM cumTbiBaTena RS485

MeTon BepudmMKauum MPUMEHSETCA HEe3aBUCMMO

Verify Mode by RS485
OT pexmma paboTbl ycTpolicTBa (Bepyliee/
BeJiomoe).
Valid Holidays MpumeneHne Hactpoek Normal Close/Open

Time Period B npa3gHuYHble gHW.

YCTpoicTBO nepepaeT 3BYKOBYIO TpPeBOry Wiu
CWrHan BCKPbITUA JNlOKanbHO. [lpy 3aKpbiTim
Speaker Alarm .
ABEpPU MAK ycrnelwHon BepudMKauum cuctema

OTMEHAET NOKallbHYIO TPEBOTY.

MapameTpbl c6poca CUCTEMBI KOHTPONA AOCTYMNA
BK/IIOYAIOT:  3a[epXKKy O6NOKMPOBKM  ABepwu,
3aflepXKKy AaTumka ABepu, TMN Aatynka asepu,
Reset Access Setting pexum BepuduKkaumu, nepuop [OCTYNHOCTM
OBepyu, nNepuos  HOPManbHO  OTKPbLITOro
COCTOAHMA, rnasHoe YCTPONCTBO 7]

CUrHanmsayuio.
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HacTpoiika BpemMmeHHbIX npaBu 1 pacnnucaHns

B untepdeiice Access Control Bbibepute Time Rule Settings and Time

Schedule ansa HacTPoOIiKM BpeMeHHbIX NapameTpoB JOCTyna.
Cuctema nopfepvBaeT A0 50 BpeMeHHbIX NepruofoB.

Kaxgbln nepuog BkntoyaeT 10 BpemMeHHbIX 30H (1 Hegensa + 3

npaspHrKa).

Kakpgas 30Ha oxBaTbiBaeT 24 yaca (Nosib30BaTeNb MOXET npoxoanTb

BEPUGUKALMIO TONBKO B paspeLleHHoe Bpems).

[lna Kakgoi 30Hbl MOXKHO 3aaTb A0 3 BpeMEeHHbIX NepnoaoB (CBA3b

mexgy Humm — «AJN).

QopmaTt BpeMeHHOM 30Hbl:

HH MM-HH MM (B 24-yacoBom popmaTe C TOUHOCTbIO O MUHYT)

HaxmuTe Ha cepoe none ansa Bbibopa BpeMeHHON 30Hbl (MaKc. 50 30H).

Time Rule[2/50]

Sunday

[0®00 23:58] [00:00..
Monday

[0m00 23:58] [00:00.,
Tuesday

[0m:00 23:58] [00:00. .
Wednesday

[0m:00 22:55] [00:00..

Q

Bbl6epuiTe fieHb Hefeny (NoHeAeNbHIK, BTOPHUK U T.4.).
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HH

Time Period 1
00:00 23:59
+ 4
00 23
] HH

Confirm {OK)

_I.
53

el

Cancel (ESC)

YKaxnTe BpeMs Havana u OKoH4YaHnA — HaxmuTe M/OK.

MpumeyaHus:

Ecnv Bpems OKOHYaHUA paHblie BpeMeHU Havana (Hanpumep, 23:57-

23:56), ABepb HeAOCTYMNHA BeCb AieHb.

Ecnn Bpema okoH4YaHMA No3)<e BpeMmeHn Havana (Hanpumep, 08:00-

23:59), pocTyn paspeLlleH B yKa3aHHbIN MHTepBan.

Ecnn Hauano B 00:00, a okoH4aHwme B 23:59, ABepb JOCTYMNHa

KPYrnocyTo4Ho.

30Ha 1 no ymMonuaHuio paspeLuaet JOCTyn BCeraa.

MpasgHnYHbIEe AHN

HacTtpoiika cneumnanbHOro BpemeHn foCTyna Afid NpasfHUKoOB (MpuMeHAaeTca

KO BCEM MONb30BaTENAM).

Hocryn: B nHtepodeiice Access Control BbibepuTe Holidays.
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Holidays

Add Holiday

All Holidays

[No6aBneHne npasgHnKa:
1. Haxmute Add Holiday.
2. 3apanTe napameTpbl (faTa, Bpema foCTyna).

TepmuHan KOHTponA pocryna:

Holidays
Mo
1
Date
Undefined
Holiday Type
Holiday Type 1
Repeats Every Year
TepMI/IHaJ'I yuyeTa paﬁouero BpemMeHn:
Holidays
Io.
1
Start Date
Undefined
End Date
Undefined
Time Period

Pepa KTUpoBaHMe npasgHMKa:

BbibepuTe npasaHuK 13 cnucka. Haxmute Edit — n3ameHuTe napameTpsl.
YpaneHue npasgHuKa:
BbibepunTe npa3pgHuK —> HaxkmuTe Delete. Moateepaute M/OK (npa3aHuk

MNCUYE3HET U3 CNI1CKa).
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Ipynnbl goctyna

[pynnupoBKa nonb3oBaTenei NpeaHa3HauyeHa TONbKO As TEPMMHAJIOB y4eTa
pabouero BpemeHu.

e [lo YMOJTYaHUIO NMOJIb30BaTENN NCMOJIb3YIOT BPEMEHHYIO 30HY rpynnbl, HO MOTYT
HaCTPOUTb NepCOoHabHOE pacnncaHKnE.

o [pu coBnageHny pexxMMoB BepudrKaLum rpynmbl U Nofb3oBaTeNs NpuopuTeT
OTAAeTCsA HAaCTPOMKam Nonb3oBaTensi.

e Kaxgasa rpynna nopaep>kmsaeT Ao 3 BPeMeHHbIX 30H (J0CTaTOUYHO OfHOMN
[eNCTBUTENbHOW ANA YCNeLwHoWn Bepudrkaymn).

e HoBble nonb3oBaTeny aBToMaTnueckn fobasnatotcs B Access Group 1 (MOXHO
VN3MEHUTD).

B nHtepdelice Access Control Bbibepute Access Groups.

Access Groups

Mew Group

All Groups
.q06asne|-me HOBOro npasgHukKa:

Haxmunte New Group.

Access Groups Access Groups

ha. Yerlfication ode

2 Password/Card
Werification fode Time Period 1

Password/Card 1

Time Perlod 1 Time Period 2

1 0
Time Period 2 Time Period 3

0 u]
Time Period 3 Include Haolidays

0

lMpumeyaHus:

Mpynna 1 (no ymonyaHuio) He yaanseTca, Ho pefakTMpyeTca.
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Homep rpynnbl HeNb3A U3MEHUTb Nocne Co34aHUA.

Ecnn npasgHNK akTUBEH, 4OCTYN pa3pelleH TONIbKO Npu coBNnageHnn

rpynnoBoro 1 npasgHUYHoOro pacnmcaHuA.

Ecnn npasgHnK OTKKYEH, pacnncaHne rpynnbl He 3aBUCUT OT

npa3sgHNKoB.

PepgakTupoBaHue rpynnbi:
1. Buntepdelice All Group BbibepuTe rpynny.

2. Haxmute Edit — nsmeHnTe napameTpbl.

YpaneHue rpynnbi:
1. Bblbepute rpynny — HaxmuTe Delete.

2. NopteepanTe M/OK (rpynna ncuesHet us cnucka).

Kom6uHnpoBaHHasa Bepupunkauuns

prnnbl AocCTyna 006beEANHAIOTCA B pPa3nnyHble KOMOUMHaLmmn ana
pa36]'IOKVIpOBKVI ABEPN, UTO NO3BONAET peaN3oBaTb MHOFO(baKTOpHyIO

ayTEHTVIdJVIKaLWIIO 1 NOBbICUTb 6€30MACHOCTb.

MapameTpbl KOM6MHaLMN:
e KonuuectBo yyacTH1KkoB Kom6uHauum (N): 0 < N < 5.
®  YYacTHMKM MOTYT NPUHaANexaTb K OAHON rpynmne Ui K pasHbim

rpynnam (Makcumym 5 rpynn).
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Combined Verification
07 00 00 00 00
00 00 00 00 00
0000 00 00 00

0000 000000 |

HacTpolika:

1. BuHTtepdeiice Access Control Bbibepute Combined Verification.

2. Bbibepute Door-unlock combination — c nomolbto cTpenok BeeanTe

HoMep KoMOUHaumn — Haxkmute M/OK.

Mpumepbl KOMOMHaLMIA:

1. Kom6uHayumsa 1: 01 03 05 06 08

5 yenosek 13 5 pasHbix rpynn (Group 1, 3, 5, 6, 8).

2. Kom6uHauua 2: 02 02 04 04 07

5 yenosek: 2 3 Group 2, 2 n3 Group 4, 1 n3 Group 7.

3. Kom6uHaymsa 3: 09 09 09 09 09

5 yenosek 13 ogHol rpynnbl (Group 9).
4, Kom6uHauyuma 4: 03 05 08 00 00

3 yenoseka 13 rpynn 3, 5, 8 (octanbHble no3umuun — 00).

MpumeyaHue:

[na ynaneHna Kom6rHauum yctaHoBuUTe Bce 3HaueHus B 00.
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8.6 Hactpownka aHTnnacc6ska

OyHkuma Anti-passback npepoTBpaljaeT HecaHKLMOHMPOBaHHbIA MPOXOA

"Bcnen” 3a BepndrLMPOBaHHbBIM MOMIb30BaTENEM.

MpuHUMN paboTbi:

e TpebyeTcA ABa ycTpoOMCTBa:
1. Master (BHyTpeHHAA CTOpPOHa ABepW).
2. Slave (BHelUHAA cTOpOHa ABepK).
e (Ceasb mexpy yctponcteamu: Wiegand (opmat v Tvn BbiIBOAa AaHHbIX

[IOJIXKHbl COBMaAaTh).

Slave Master
Device Device
Door

~
\
| | User

Out ¢&—

B uHtepodeiice Access Control BoiGepuTe Anti-passback Setup.

Anti-passhack Setup Anti-passhack Direction

Ant-passhack Direction No Antl-passback

Mo Anti-pass...
3 Out Anti-passback
() In Anti-passback

(& InfQut Anti-passhack
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Onucauune GyHKyMN:

No Anti-passback: ®yHKkuna oTKnloyeHa.
[lBepb OTKpbIBaeTCA nocne BepudprKauuy Ha
nobom ycTporcTee.

Out Anti-passback: Bbixos Bo3mMoOXeH ToNbKO
nocne Bxoga. Mpu HapyweHun nopagka —
curHanusauus. Bxoa ceobogHbiii.

Anti-passback

Direction In Anti-Passback: Bxog Bo3MoOXeH TOMbKO

nocne  Bbixoga. [pwm HapyweHun  —
curHanusauus. Boixog cBo60aHbIN.

In/Out Anti-passback: Ctporoe uepegoBaHue:
BXof — BbIxoA — Bxof. Jlioboe HapyleHue
TPUIrepuT CMrHanu3aumio.

MpumeyaHune:
[ina paboTbl pexrma TpebyeTca KoppeKkTHasa HacTpolika Master/Slave
YCTPOWCTB U cCHXpOoHM3auus yepe3 Wiegand.

Hactpoinku aBapunHoro gocryna (Duress Options)

OyHkums Duress Mo3BONAET  CKPbITHO — aKTMBMPOBaTb  TPEBOXKHYIO

CcUrHanusauuio npu BeprudukaLmv nog npuHyXgeHuem.

MpuHUMn paboTbi:

Mpu Kcnonb3oBaHNM aBapuHOro MeTofa BepuduKaumm sepb
OTKPbIBAETCA, HO OBHOBPEMEHHO aKTVBMPYETCA CUTHANIM3aLmA.

Hacrtpoiika:

B nHTepdelice Access Control Bbibepute Duress Options.
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TepMIIIHaJI KOHTpoOnA gocryna:

Duress Options

Alarm Delay(s)

Duress Password

MNane
TepMIIIHaJI yueTta pa60-|ero BpemeHn:
Dwress Options
Alarm on Password
«©

Alarm Delay(s)
10

Ana TepmuHana KoHTponsa gocryna (Access Control Terminal):

T T S

Mpu BKNlOUeHUU: BepudrKauma Mo naponio

Alarm on Password
TPUTITEPUT CUTHaN3auunto.

Alarm Delay (s) 3afepkKa nepeq curHanusaumen (1-999 cek).

YcTaHOBKa 6-3HaYHOrO aBapUHOIO Maposs.

Duress Password
MMpu ero BBOAE aKTUBMPYETCA CUTHANM3aLMA.
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[Ana TepMmuHana yuyeta pabouero spemenm (Time Attendance Terminal):

gy omeame

BkntoueHve/oTKNOUEHNE GYHKLMN.

Duress Function

Mpu BKNOUEHUUN: BepudMKauMa Mo Naponio

Alarm on Password
TPUIrePUT CUrHANM3aLMIO.

Alarm Delay (s) 3afep)kKa nepeq curHanusaumen (1-999 cek).

lMpumeyarue:

e ABapuviHbIN Naposib He AOMKeH COBMaAaTh C OObIYHbBIM.

e [N CKPbITHOrO OMOBELLEHVA PEKOMEHAYETCA UCMOMb30BaTh 6eclymMmHble

TUMbl CUTHANM3aUni.
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Mownck no yuety pabouero BpemeHun

(DyHKLI,I/Iﬂ NO3BOIAET NPOCMaTpPUBaTb XypHan co6bITWIA (3anucK o

BeprdUKaLmm 1 BOCTYyMe), COXPaHEHHbIe B YCTPONCTBE.

B FrnaBHOM meHI0 BbibepuTe Attendance Search.

User ID Time Range
Flease Input{query all data without input) Today
() Yesterday
(O This Week
() LastWeek
Corfirm (Qk) Cancel (ESC) () This Month
1. BBegute ID nonb3oBatens — 2. YKaXKuTe BpeMeHHOM
HaxkmuTe M/OK (nnu Haxxkmnte M/OK AranasoH A4s1A noucka.
6e3 BBofa ID gns novcka 3anucen
BCex I'IOJ'Ib3OBaT€‘J'IEIZ).
Personal Record Search Personal Record Search
[EEHEREE PR el (ANE T (1000 SL0 Come
10-26 Mumber of Records:16 1} 10-26 14:35 200 2
0 14:35 14:35 14:535 14:35 1146 0 10-26 14:35 200 2
11:46 11:46 11:46 11:46 1146 0 10-26 14:35 200 2
10:41 10:41 10:41 10:41 09:08 0 10-26 14:35 200 2
09:08 0 10-26 11:46 200 2
10-27 Mumber of Records:85 0 10-26 11:46 200 2
0 171417141710 17101703 0 10-26 11:46 200 4
17:03 16:58 16:58 193:31 19:30 0 10-26 11:46 200 4
150N 117R 1176 1170 1170 n 10-7A 1146 7007
Prev : Left Key Mext: Right Key Details : OK Watification Mode : Other  Status : 2

3.Mocne 3aBepwenus novcka: 3anucm 4. The figure shows the
0OTOBPAXKAKTCA CMINCKOM. details of the selected
HaxkmuTe Ha 3anuch (BblgeneHa record.

3eneHbIM), YTOObl MPOCMOTPETb

aetanu.

CtpaHuuya |67



SC800 PykoBopfcTBO nonb3osartens

10 Paboumn Kop,

(DyHKLlI/Iﬂ nossonAert KJ'IaCCVId)I/ILl,VIpOBaTb 3anncu y4yeta pa6oqero BpemeHn no

TNam paboT Ana KOPPEKTHOro pacuyeta 3apaboTHON NnaThbl.

ocTyn:

B rmaBHom meHIo BbibepriTe Work Code.

‘Work Code
€) #1work codes

‘Work Code Options

10.1 Co3paHune pabouero Koga

Mew Work Code

MName

Onucaumne GyHKyMN:

I T

ID Lindpoeoin kog pabotsl (1-99999999).

Name Ha3eaHue Koga (Tonbko Luopbi).
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Bce pa6ouune Kogbl

¢ [pocmoTp, peaakTmpoBaHue (Kkpome ID) U yaaneHmne co3gaHHbIX

KO[OB.

L I'Ipouecc pPeaakTnpoBaHUA aHanornyeH no6aBneano HOBOro KoAa.

All Work Codes 1
1 1 Edit
z z Delete
3] 8
4 4

HacTpoiiku pabouero Koaa

Onpepenser:
e 06aA3aTenbHOCTb BBOJA paboyero Koga Npu BeprunKaumm.

¢ [lpoBepKy CyLieCTBOBaHVA BBEAEHHOIO KOAa.

Work Code Options Work Code Cptions
Work Code Required Wyark Code Required
Work Code hust Defined Input Screen Timeout(s)

Work Code tlust Defined

Mpumeyanue:
B pexumax 1:N nnu 1:1 Bepudrkaumm cuctema otobpakaeT okHO Bbibopa
pabouero Koaa. [na ycnewHoi NpoBepKy BbibepriTe COOTBETCTBYIOLNIA KOZ,

BPYUHYHO.
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Work Code 2022-11-05 12:00 ADE

Successiully werified,

3 3 J User D - 1

Werify : Password
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PyKOBOHCTBO nosnb3oBatena

11 ABToTecCT

OyHkumsa Autotest aBTomaTnuecku nposepsAeT paboTocnocobHOCTb Moaynen

ycTpoWncTsa.

Bocryn:

B FnaBHOM MeH10 BbiGepuTe Autotest.

Autotest
© restLco
9 Test Voice

Test Keyhoard

O Test clockRTe

QYHKUMIN TeCTUPOBaHMA:

N

Test All

Test LCD

Test Voice

Test Keyboard

KomnnekcHas  npoBepka: aucnnen,  3BYK,
MUKPOPOH, CKaHep OTMeYaTKoB, Kamepa, 4acbl
(RTQ).

AHanM3 KauecTBa AWCMes: OTOGpaXxeHue

MNONTHOLUBETHDbIX, 6enbix 1 YepPHbIX 5KPaHOB.

MpoBepKa LENOCTHOCTM  ayauodainos  u

Ka4yecCTBa 3BYKa.

Tect KnaBuaTtypbl: HaXaTble Knasuwn

noaceeymBatoTCcAa CMHUM
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Test Clock RTC

(HeakTBHbIE — cepbIM). 1A BbIxOJa HaXXMuUTe
ESC.

MNpoBepka TOYHOCTM 4acoB: Tanmep
3anycKaeTca/ocTaHaBNNBAETCA KacaHvem
3KpaHa.
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12 CnucremHana nupopmaumns

B FnaBHOM meHI0 BbibepurTe System Info ana npocmoTpa AaHHbIX 06

ycTpoWncTse.

System Info

DoctynHas uipopmauyums:

E Device Info
@ Firmware Info

m Privacy Policy

e

Device Capacity

Device Info

Firmware Info

Privacy Policy

OTobpaxaeT:
- O6bem NamATY Nonb3oBaTenemn
- laHHble KapT 1 naponen

- Konuyectso AAMUHNCTPATOPOB N 3anucen.

MNoka3sbiBaeT:

- Ha3saHue ycTponcrtsa
- CepuiiHbIi HOMep

- MAC-agpec

- Mnatpopma

- Bepcua MCU

- [pon3sBoanTens n fgata N3roToBneHmA.

Bepcvm NPOLWNBKU 1N CONYTCTBYOLWNE AaHHbIE.

Monutnka KoHGUAEHUMANBHOCTY YCTPONCTBA.
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NopknioueHune K MO ZKBio Access IVS

HacTpoiika agpeca cBaA3m

Ha cropoHe ycTponcrsa:

B FrnaBHoM meHt0 Bbibeprite: COMM. > Ethernet — ykaxute IP-appec n
LWNI03 YCTPOWCTBA.

(Mpumeyuarue: IP-adpec do/mkeH HAxX00UMbCA 8 00HOU nodcemu ¢ cepeepom
ZKBio Access IVS.)

B FnaBHOM meHI0 BbiGepute: COMM. > Cloud Server Setting — 3agaiie:
= Server address: IP-agpec cepepa ZKBio Access IVS.

= Server port: [lopT cepBepa (no ymonyaHuio: 8088).

Ethernet Cloud Server Settings
IP Address Server Mode
192.166,163.88 ADMS
Subnet hiask Server Address
Gareway Saryer Port
2.168 ENRA

DS

TCP COMM. Part

Enable Proxy Server

HTTPS

Ha ctopoHe NO:

Bongute B ZKBio Access IVS — System > Communication >

Communication Monitor.

Ykaxute nopT cnyk6b1 ADMS (cm. n3o6parkeHre Huxe).
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K Adms Service Seftings

] Basic Management D Adms Senvice Port 2088

A Thec

nt port s for device communication service,

1, Authority Management Project control fle version | None

Turn on encrypted @NoO Yes
transmission

B communication

Device Commands

Communication Device

13.2 Nlo6aBneHune ycrponcrea B 10

ﬂO6aBbTe yCTpOVICTBO yepes Nouck. I'Ipouecc BbIrMAAUT cnefylowmnm o6pa30M:

1. Mepengute: Access Control > Device > Search Device.
2. Haxmute Search — nosaswutca ctatyc [Searching...].

3. lMocne nouncka oTo6PasmUTCA CNCOK KOHTPONIEPOB AOCTYNa.

Search

Searched devices count:d
Total Progress |

Number of devices added:4
IP Address Device Type

Serial Number ®

IP Address MAC Address Subnet Mask Gateway Address Serial Number Device Type Set Server Operations
108 255,256 10 ( 3 Add

A

4. Haxmwute Add — BbiGepuTe:
= TN NKOHKMN
= 30HY
= YpoBeHb focTyna

5. Nopteepaute OK.
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13.3 [lo6aBneHne nonb3oBatena B MO

MNepenpgute: Personnel > Person > New.:

New
Personnel ID* 2 Department” Department Namé
First Name Last Name
Gender Mobile Phone
Certificate Type o] Certificate Number
Birthday Email
Device Verification e Card Number = (Ol
Password 20 X
Biological Template @0R0FOPOR0 Browse| [Capture
Quantity
Access Confrol Time Attendance Personnel Detail

Levels Settings Superuser No
% General Device Operation Role Ordinary User

Disabled

Set Valid Time

[oavo ncow o Garce |

3anonHuTe obAzaTtenbHble Nona — HaxmuTe OK.
[lns cMHXpoHM3aumm gaHHbix: Access > Device > Device Control >

Synchronize All Data to Devices.
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MopknioueHme K MO BioTime 8.0

14.1 HacTtponka appeca cBA3N

B FmaBHOM meHI0 Bbibepute: COMM. > Ethernet — 3apaiiTe IP-agpec

W03 YCTPOMNCTBA.

(MpumeyaHue: IP-adpec dosixxeH Haxo0UMbCA 8 00OHOU NoOcemMu ¢ cepsepom

BioTime 8.0.)

B FnaBHOM meH10 Bbi6epuTe: COMM. > Cloud Server Setting — ykaxwuTe:
= Server address: IP-agpec cepsepa BioTime 8.0.

= Server port: [lopT cepsepa BioTime 8.0.

Ethernet Cloud Server Settings
IP Address Server Mode
192.168,163.88 ADMS
Subnet Mask, Server Address
1 I
Gateway Server Port
2. 166.1F ]
DNS Enable Proxy Server
A0
TCP COMM. Fart HTTPS

14.2 No6aBneHue ycTtpoicrsa B MO

[Job6aBbTe yCTPONCTBO Uepes nouck. Mpouecc BeIrnaguT cieayowmm obpasom:

MNepengnte: Device > Device > Add.
B OTKpbIBLUEMCA OKHE BBeAMTE laHHble yCTponcTBa — HaxmuTe [Confirm].

YCTpPONCTBO NOABUTCA B CMINCKeE.
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= Enableccmm Contek Veu

sesozar e 92MR

s THT - —

Y - Segiaon Dot Mo

14.3 flo6aBneHune nonb3oBartensa B N0

1. Neperipute: Personnel > Employee > Add.

Add X
Profile
Employes 1D 18259606107 First Name
Department”  —-----—- - Last Name
Position | =--------- v L — v
Employment Type  —------— - Hired Date  2021-01-26
Private Information  Device Access Setting  Attendance Setting  App Setting  Payroll Settings  Custom Attribute
SSN Local Name Gender - v
Passport NO. Automobile License Motorcycle License
Contact Tel Office Tel Mobile
National Religion City
Address Postcade Email
Birthday

2. 3anonHuTe obs3aTenbHble nonsa — HaxmuTte [Confirm].
3. AnAa cnHxpoHusaumm:

Device > Device > Data Transfer > Sync Data to Device.
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15 MogkniouyeHne K Beb6-cepBepy YCTPONCTBA

15.1 Bxop B Be6-cepBep

Mo3BonseT yfaneHHo ynpasnaTb yCTPOMNCTBOM Yepes bpay3ep: NpocMaTpuBaTh
CACTeMHyl0  vHpOpMauuMio,  HacTpavBaTb  NapameTpbl,  A06aBAATb

nonb3osarenen n obHosnATb MO.

Main Menu Comm. Ethernet

{IP Address. ]

(=) Ethemet |
§ 192.166.1.201

- Subnet Mask
B seriel comm
User Mgt User Role | CON System 255.255.2550
Gatew
B pc connection giic

92.168.1
0 @ D 0 il ] et = 00
0000

Pzrsnnalz Data Mgt. }:‘:Eﬂc:;; }:ttgg:;a:r:; D Cloud Server Settings TCP COMMPort

1. OTkpolTe 6pay3ep v BBeguTe agpec:
https://[IP-appec ycTpoiicTBal:1443

Mpumep: https://192.168.1.201:1443.

2.168.1.201:1443 x
A htps://192.168.1.201:1443 - Goolge - Search
z=  https://192.168.1.201:1443/login.html - https://192.168.1.201:1443/start.htm|

zx  https://192.168.1.201:1443/login html - https://192.168.1.201:1443/login html

Ctpanuual79


https://192.168.1.201:1443/

SC800 PykoBoAcCTBO nonb3osatens

2. BsepuTte yyeTHble AaHHble:

JlorvH no ymonuaHuio: admin
Maponb no ymonyaxuio: admin@123

BaxHo:

1. Tpu nepBom Bxopae HEOOGXOAMMO CMEHWTbL MapPOsb U MOBTOPHO
aBTOpur3oBaTbcs (cm. pasgen Change Password).
2. [ins BOCCTaHOBNEHUA Naposis 3apaHee 3aperncTpupyinTe cynep-

apmuHucTpatopa (cm. User Registration).
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15.2 BocctaHOBNeHMe napons

» C€noco6 1 (ecnu 3aperncTpupoBaH cynep-aAMUHNCTPATOP):
Ecnu Bbl 3a6b1n1 Naponb K Beb-cepBepy, 3aperncTprpoBaHHbIi
CyrnepagMUHMCTPATOP MOXET COPOCUTD ero A Bac. Huxke nprseaeHbl
noapoO6Hble MHCTPYKLMK:

1. Ha cTpaHuue Bxoaa HaXKMUTe 3Ha4YoK «3abbinun naponb?».

2K hitps//102.168.163.201:1443, X + v

€ > C A F=2| hitpsy//192.168.163.201:1443/login.htm! e % 02

2. BsepwTe yyeTHble faHHble Cynep-agMUHMCTPATOPA (NOrMH/Naposb).

=88] ®
2K ZTeco mansgement panel X+ v
<« C A F=e | bups//192.168.163.201:1443/lostpassword tm e« O &
Admin verification
Please input admin user ID. 1 Enter super admin user id
Password Enter super admin user possword
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192.168.163.201:1443 B

Password has been reset, please login again!

3. MNocne cbpoca ncnonb3syite nornH: admin, naponb: admin@123 gna Bxopa.

2 admin@123

4. O6s3aTeNlbHO N3MEHUTE Naposb Nocse BXoaa.

ZKT=:5 0}

System Inft N q g
ystem Into After the first login, please change the password, otherwise, the webserver function

Change Password is lockedl.

Enter the Current
Password

Enter a New
Password

Confirm
Password

Mpumeyanue: Cynep-agMVHUCTPATOP AOMKEH 6bITb 3apaHee 3aperncTpupoBaH B
cucTeme.
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Cnoco6 2 (ecnmn cynep-agMUHNCTPATOP He 3apPerucTpupoBaH, HO eCTb

[OCTYN K cepBepy):

B ZKBio Access IVS unu ZKBioTime 8.0 nepeiigute:
Personnel > Person > New — 3apeructpupyiiTe cynep-agMUHICTPaATOPa,

Ha3Ha4MB COOTBETCTBYHOLLYIO POJib.

New X
Personnel 1D° 1 Department* DeparmentName =
First Name Last Name
Gender - Mobile Phone
Certificate Type - Certificate Number
Birthday Email
Hire Date Position Name -
Device Verification Password | +ereeer] | Card Number &
Biometrics Type £
< Access Control Time Aftendance Elevator Control Plate Register Passage Setting FaceKiosk Personnel Detail »
Levels Setings Superuser Yes -
General Device Operation Role Adminisirator -
Extend Passage
Disabled
Set Valid Time
Add Select All Unselect Al

HaxmunTe Save and New.
CYHXPOHU3NPYWTE JaHHble:

Access > Device > Control > Synchronize All Data to Devices.

Mpumeyanue: MNMogpobHocTn cM. B pykoBogcTBax ZKBio Access IVS nnun
ZKBioTime 8.0.

Mocne cMHXpoHU3aLum cbpocbTe Naposb Yepes Beb-nHTepdeiic (Kak B
Cnocobe 1).

CtpaHunual83



SC800 PykoBopfcTBO nonb3osarens

Cnocob6 3 (ecnm HeT AocTyna K cepBepy):
Ecnu ycTpoiicTBO He MOAKIOUYEHO K cepBepy 1 Cyrnep-aaMUHUCTPATOP He
3aperucTpupoBaH, obpatnTech B cny»6y nogaepxku ZKTeco ansa cobpoca

napons.

15.3 Perncrpauunsa nonb3oBaTens yepes Beb-cepBep

[ocryn:

B Be6-uHTepdeiice Boibepute User Mgt > All Users.

System Info

Basic Info
Device Info
Device Capacity User ID 1
Firmware Info
Name Mike
User Mgt.
Rights Normal User v
All Users
Advanced Settings Password ] e
COMM. Card Number 1190130
Cloud Service Setup Access Control Role

1 v

Date Setup
Serial Comm
Wiegand Setup

Access Control Options Online Registration

Device Management

UserID YHuKanbHbI ngeHTndumkatop (1-14 undp).

Mma nonb3oBaTtena (0o 63 cMMBOJIOB, TONIbKO
Name
undpobi).
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Super Admin (nonHble npasa) nnm

Rights .
Normal User (orpaHuyeHHbI JOCTyn).
Password Maponb ansa sepndurKkaumm.
- PyuHon BBOA HOMepa KapTbl.
Card Number - inn HaxmunTe Register — nogHecnte KapTy K
cynTbIBATENIO ana aBTOMaTUYeCKomn
pervncrpaunmn.

Ha3HaueHue rpynnbl goctyna (ﬂO MOJTYaHUKO
Access Control Role Py Rocry y

— Group 1, Bcero go 10 rpynn).

AencrBua: 3anonHuTe nona — Haxxmute Confirm gnsa coxpaHeHus.

Note:

ID nonb3oBaTena MOXHO M3MEHWTb TONIbKO Npu perncrpauyun. locne
COXpaHeHnA pefakTUpOBaHNE HEBO3MOKHO.

Mpw owmnbke "Setup failed!" BbiGepuTte gpyrow ID (Tekywnii yke 3aHAT).
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15.4 NMounck nonb3oBaTenen

1. B Beb-uHtepdeiice nepengute B All Users.
2. BeepuTe B cTpoKy noucka: ID nonb3oBaTens, pamunuio 1
nosiHoe NMS.

3. Cuctema oTO6PaA3UT COBNAAEHNA.

ZK )

System Info

User Mgt.

Device Info

Ty . Q | a8

Firmware info
[m] User ID Name Rights Verification Method  Operation
User Mgt. Numbe
Change

All Users o a28¢° @Uﬁm
Advanced Settings User
COMM. _ - GEE
Cloud Service Setup - o LU[::IE‘E
Date Setup Change
O User
system S E Info Delete
User
Serial Comm Ghange
Wiegand Setup o 8¢ @ﬁmg
User
15.5 PepgakTupoBaHve nonb3oBaTtens
1. B uHTtepdelice All Users BbibepunTe nonb3oBatens —
HaxxmuTe Change User Info.
2. W3meHuTe paHHble (Kpome User ID).
ZKT [0
System Info User Mgt.
ewveo oo Cl © |
UseriD Name Rights %" Verification Method Operation

User Mgt Number
Al Users =] D
Advanced Settings /
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0}
System Info
& Change User Info
Device Info
Device Gapacity UserID ”
Firmware info
Name Mike
User Mgt.
Rights Normal User v
All Users
Advanced Settings Password ]
COMM. Card Number 1190130
Cloud Service Setup Access Control Role 1

Date Setup

ngumeanue: I'Ipouecc aHanorn4yeH ,D,O6aBJ'IEHVIIO nonb3osartena (cm. User

Registration).

15.6 YpaneHne nonb3oBartens

1. Buntepdeiice All Users BbibepuTe nosnb3oBatena — Haxxmute Delete
User.

2. [locTynHbl BapnaHTbl:

= UupuBupyanbHoe yaaneHue (0QHOro nosb3oBaTtens).

= MaccoBoe yganeHune (HeCKONbKKx nonb3oBaTenei).

System Inf
ystem Info User Mgt.

Device Info

Device Capacity jew User 2 Q a

Firmware Info

m] User ID Name Rights NC"': Verification Method ~ Operation
User Mgt. umoer
Change
All Users N 5 User
0 ELY = Info Delete
Advanced Settings User
1 Ghange
comm. User
0 5
= Info Delete
Cloud Service Setup User
Date Setup
[m] 09
System =t
serial Comm Ghange
N 5 User
Wiegand Setup =] A8 Info Delete:
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15.7 Hactpounkun ceasmn (COMM.)

B Be6-uHTepdeiice Bbibepnte COMM. ana M3MeHeHUs CETeBbIX MapameTpoB

ycTponctea. lMocne Hactpoiikm Haxmute Confirm gna coxpaHeHua —

YCTPONCTBO aBTOMaTUYECKN CUHXPOHM3NpYeT IP-agpec.

System Inf
 — 1P Setup

Device Info
Device Gapacity DHCP
Firmware info 1P Address
AL Subnet Mask

All Users
Gateway

Advanced Settings

DNS
comm.

Gloud Service Setup

Date Setup

DHCP

IP Address

Subnet Mask

Gateway

DNS

192.166.163.99
256 265.256.0
192.168.163.1

0.0.00

ABTOMaTMyeckoe Ha3HauyeHue IP-agpecos yepes

cepsep.

Mo ymonuaHumio: 192.168.1.201 (MoXxHO

N3MEHWTb BPYYHY!10).

o ymonyuaHwuio: 255.255.255.0.

Mo ymonuanuio: 0.0.0.0.

Mo ymonyaHwuio: 0.0.0.0.
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Bax<Ho:
MNocne n3meHenus IP-agpeca:
1. BbliaguTe U3 TEKYyLLEN ceccrmn BeG-cepBepa.

2. MepesaniguTe no HoBomy IP-agpecy (cm. pasgen Login WebServer).
15.8 HacTponkun o6nauyHoro cepsepa

B Be6-nHTepdeiice Bbibepute Cloud Service Settings ana nogknoueHus K

ZKBio Access IVS nnn ZKBioTime8.0.

System Inf . i
e Cloud Server Settings

Device Info

Device Capacity Enable Domain Name

R Cloud Server Address 1081693

User Mgt.

Cloud Service Port 8098

All Users HTTPS (
Advanced Settings Proxy Server Setup

comm

Cloud Service Setup

MapameTpbi

noakno4yeHnA

Enable Server BknioueHne pexrMa [OMEHHOIO MMeHU

Domain Name Address (Hanpumep, http://www.example.com).

Wcnonb3osaHue IP-agpeca cepsepa.
Cloud

Server IP-agpec cepeepa ADMS.
Address

Disable

Domain Name

Cloud MNopT cepsepa ADMS.

CtpaHunual89



SC800 PykoBopcTBO nonb3osarens

Server Port

HTTPS LLIndpoBaHe nepefauy aHHbIX A1 6€30MacHOCTH.

Proxy Server Hactpoiika npokcu-cepsepa (IP n nopTt npu BKAOUYEHHOM

Setup pexnme).

MpumeyaHne:

[nsa HacTpoOWKK agpeca cBA3n cM. pasaen Set the communication address.

Hacrpownka gatbl u BpeMeHun

B Be6-nHTepdelice BbibepyiTe Date Setup.

PyuHas HacTpolika:
Bbibepute Manual — ykaxuTe gaty n Bpema — Haxmute Confirm.
Pexnm netHero BpemeHu:
= [lepekniouute Daylight Saving Mode B nonoxeHue:
Open (BKNOYEHO) — 3afanTe:
Daylight Saving Time (Hauyano nepeBofa Yacos).
End of Daylight Saving (okoHuaHVe nepeBofa Yacos).

Close (Bbik/OUYEHO).
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System Info

Device Info
Device Capacity
Firmware Iinfo
User Mgt.
All Users
Advanced Settings
coMM.
Cloud Service Setup
Date Setup
System
Serial Comm
Wiegand Setup
Access Control Options
Device Management
Device Management
Update Firmware
Change Password
Operation Log

Download Firmware Logs

Date Setup

Configuration Mode

Device Date and Time

Daylight Saving Mode

By Date/Time

Daylight Saving Time

End of Day Lightsaving

By Week/Day

Start Time

End Time

Auto Manual

(YYYY-MM-DD - HH:MM:SS)

Close v

Daylight Saving Mode 1

(MM-DD) -

(MM-DD) -

Daylight Saving Mode It

Month - Number of Week - Week

(HH:MM)

Month - Number of Week - Week

(HH:MM)

(HH:MM)

(HH:MM)

(0-6) - Time

(0-6) - Time

15.10 CncremHble HaCTPOMKN

B Be6-nHTepdelice Bbibepute System ans ontrMmsaumm paboTbl yCTPOWCTBA.

ZK

System Info
Device Info
Device Capacity
Firmware Info

User Mgt.

All Users

Advanced Settings

comm.
Cloud Service Setup
Date Setup

System

System

Volume
Language

User ID Masking

Display Verification Name

Display Verifieation Mode

70

English
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Volume lpoMKoCTb ycTpoiicTaa (0-100%).
Bbi6op s3blKa HTepdelica (Beb-cepBepa u
Language .
YCTPOWCTBA).
3ameHa User ID Ha * B pe3synbratax
User ID Masking BepudUKaLmm ans 3aWUTHI
KOHOUAEHLMANIbHOCTU.
Display Verification OTobpaxeHne UMeHN Nosib3oBaTena B
Name pe3ynbTaTtax Bepuounkaumm.
Display Verification OTobpaxeHue pexrmMa BepudmrKaumum
Mode (Hanpumep, "Kapta + MNMaponb").
lMpumeyanusa:

Mocne cmeHbl A3blka HaxmmuTe Confirm — ycTpoiicTBO NnepesarpysuTcs

aBTOMaTU4ecCcKu.

HoBbil A3bIK 0TO6pa3VITCﬂ TOJNIbKO NocJie NOBTOPHOro Bxoaa B Be6-

cepsep.

HacTponku nocneposatenbHOro
noprta (Serial Comm)

HaxxmuTe "Serial Comm" B Be6-uHTepdeice.
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System Info
Device Info
Device Capacity
Firmware Info

User Mgt.

All Users

Advanced Settings

comm.
Cloud Service Setup
Date Setup

System

Serial Comm

Wiegand Setup

Serial Port

Baudrate

Serial Comm

Serial Port

Baudrate

No Using ~

115200 ~

- No Using: lNocnegoBatenbHbl NOPT OTKIOYEH.
- Master Unit: Pexxkum "Begywuero ycrporictea”
NA NOAKIIOYEHUNA K CUATbIBATENIO KapT yepes
OSDP.

- OSDP Output: CBA3b C YCTPONCTBOM Yepes
nopt OSDP.

CkopocTb nepefaymn AaHHbIX:

- 115200 (no ymonuaHwuio), 57600, 38400, 19200,
9600.

Yem Bbille CKOPOCTb, TeM ObicTpee nepepauva,
HO HUXKe HafleXHOCTb.

OnA BAVHHBIX AUHWIA WCNONb3yNTe HU3BKYIO

CKOpPOCTb.
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15.12 Hacrponkn Wiegand

B Be6-nHTepdelice BbibepnTe Wiegand Setup ana koHourypaumm napameTpos

BBOAA/BbIBOAA AaHHbIX Wiegand.

ZK 0}

System Info

Wiegand Setup
Device Info

®Wiegand Input
OWiegand Output
Wiegand Format

Device Capacity
Firmware Info

User Mgt.

26 Wiegand26 -
All Users

24 No Using v

Advanced Settings

36 No Using -
comm.
Cloud Service Setup 37 No Using -
Date setup 50 No Using v
system

Wiegand Bits . .
Serial Comm

ID Type UserID v

Wiegand Setup

Access Control Options

Device Management

Wiegand Format JlocTynHble GopmarTbi: 26, 34, 36, 37, 50, 60 6UT.

Wiegand Bits KonuuectBo 6uT gaHHbIx Wiegand.

Bbibop Trna ngeHTndmrkatopa: User ID nunmn

IDType HOMep KapTbl.
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15.13 HacTpomkmn KOHTpona gocryna

B Be6-uHTepdeiice Boibepute Access Control Options ansa HacTpoiku

napamMmeTpoB 3aMKa U CBA3aHHOIo 060py,El,OBaHVIﬂ.

ZK

System Info

Device Info

Access Control Options

Device Capacity Door Lock Delay(s) 5
Firmware info
Door Sensor Delay(s) 10
User Mgt.
Door Sensor Type Normal Close(NC)
All Users :
Advanced Settings Master Device In
COMM. Slave Device Out
Cloud Service Setup
Date Setup m
system
Serial Comm
Wiegand Setup
Access Control Options
Door Lock Delay (s)

Door Sensor Delay (s)

OTKpbITOM ABepu (1-255 ceK).

Bpems pa36noknpoBku 3amka (1-99 cek).

3afepikKa nepeq curHanusaumen npu
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Door Sensor Type

Master Device

Slave Device

Tvin gatyuka gsepu:

- None: He ncnonb3yetca.

- Normally Open (NO): [1sepb pa3bnokmpoBaHa
npu nogave NUTaHua.

- Normally Closed (NC): isepb 3abnokupoBaHa

npwv nogaye NnUTaHUA.

Hactpolika rnaBHOro ycTpomncraa:
- In: Bepndurkauma Kak Bxog.

- Out: Bepuoukaums Kak Bbixog.

HacTpolika nogunHeHHOro ycTponcTea

(aHanornyHo rnaBHomy).
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15.14 YnpaBneHune ycTponcTBom

B Be6-nHTepdelice Bbibepute Device Management.

System Info

Device Management

Device Info

L e o Clear Administrator m
Firmware Info
User Mgt. Restart m
All Users
Advanced Settings Reset ‘m
Cloud Service Setup Close SSH 4 Confim
Date Setup
0 Delete All Data =3
Serial Comm
Wiegand Setup
Act trol Options
Device Management
Device Management
MpeobpasyeT cynep-agMMHUCTpaTOpa B
Clear Administrator
06bIYUHOrO MosIb30BaTeNs.
Restart MNepesarpyska ycTponcraa.
COpoc HacTpoek (CBA3M, CUCTEMDI) K 3aBOACKUM
6e3 yaaneHUA AaHHbIX Nonb3oBaTenen.
Reset MpumeyaHue: IP-agpec BoccTaHaBNMBaeTCA Ha

192.168.1.201 (cm. Communication Settings

ONs U3MeHeHus).
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OtknioyeHne pgoctyna SSH (ncnonb3yetca and

Close SSH
TEXHUYECKOTO 0O6CNYKUBaHNA).
MonHoe ypaneHue:
- [laHHbIX Nonb3oBaTenen,
Delete All Data

- »KypHanos y4eta pabouero BpemeHiu,

- 3anucen goctyna.

15.15 O6HOBNEHNE NPOLUNBKW

1. Haxmute Update Firmware B BeG-nHTepdelice.
2. BbibepuTe dpaitn o6HoBneHuA n Haxmute Confirm gna 3aBepueHna

onepauuu.

ZK 0}

System Inf .
S — Update Firmware

Device Info

Device Capacity Please copy content from checksum.txt.

Firmware Info
User Mgt Update documents:

Uploading ..
All Users

Advanced Settings
Cloud Service Setup
Date Setup
System
Serial Comm
Wiegand Setup

Access Control Options

Device Management

Device Management

Update Firmware

MpumeyaHue:
1. Ecnu Tpebyetca daiin obHoBNEHWA, 06paTUTECh B TEXHNYECKYIO
NOALEPXKKY.

2. O6HOBNEHME NPOLUMBKM HE PEKOMEHAYETCA B CTaHAAPTHBIX YCIOBUAX.
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15.16 UameHeHMe napona

1. Haxmute Change Password B Be6-uHTEpdelice.
2. B paHHOM nHTepdelice Bbl MOXETE N3MEHUTb MU COPOCUTL NAPONb ANS

WebServer.

ZK 0}

System Info

Change Password

Device Info
Enter the Ct it
Device Capacity e e Curren
Firmware Info
e Enter a New
Password

All Users

aouancedsettings Confirm Password

COMM.

Cloud Service Setup M

Date Setup
System

serial Gomm Reset Password

Wiegand Setup

Enter the Current
Password

Device Management Reset

Device Management

Access Control Options

Update Firmware

Ghange Password
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15.17 MypHan onepauun

1. HaxmuTte Operation Log B Be6-uHTepdeiice.

2. Bce peiicTBusa nonb3oBateneii Ha yctpoictae nnu B WebServer

COXpaHAKTCA.

3. Monb3oBaTenu MOryT BbIMOSIHATL NOWCK W 3arpy3Ky 3THX 3anuceii no

BPEMEHMN.

ZK

System Info

Device Info
Device Capacity
Firmware Info
User Mgt.
Al Users
Advanced Settings
COoMM.
Cloud Service Setup
Date Setup
System
Serial Comm
Wiegand Setup
Access Gontrol Options
Device Management
Device Management
Update Firmware
Change Password
Operation Log

Downioad Firmware Logs

Operation Log

Start Time

Operaor | Operation  Time

)
End Time
oo
Original New Value Result
Value
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15.18 3arpysKa XXypHanoB npolnBKu

1. Haxmute Download Firmware Logs B BeG-uHTEpdeiice.

2. B paHHOM pasfene [OCTYNHa 3arpy3Ka »ypHanos:

= main (OCHOBHO)
= biometric (buomeTpuuecknin)

= dev.log (xypHan ycTponcrs)

ZK

System Info -
% Download Firmware Logs

Device Info
Device Gapacity Please select or enter the log file name
Firmware Info
User Mgt.
All Users
Advanced Settings
comm.
Gloud Service Setup
Date Setup
System
Serial Comm
Wiegand Setup

Access Control Options

Device Management

Device Management
Update Firmware
Change Password
Operation Log

Download Firmware Logs

main log -
‘main.log

15.19 CncremHaa nHnpopmauuns

1. HaxmuTe System Information B Be6-uHTepdeiice.

2. B paHHOM pa3pgene oTobpakaeTcs:
=  O6bem AaHHbIX
= WHdopmauusa ob ycTpoiictee

= JlaHHble 0 BEPCHM NPOLUMBKM
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System Info
Device Info
Device Capacity
Firmware Info

User Mgt.

All Users

Advanced Settings

comm.
Cloud Service Setup
Date Setup

system

Serial Comm

System Info
Device Info
Device Capacity
Firmware Info
User Mgt.
All Users
Advanced Settings

ComMM.

System Info
Device Info
Device Capacity
Firmware Info

User Mgt.

All Users

Advanced Settings

comm.
Cloud Service Setup
Date Setup

System

Serial Comm

Wiegand Setup

Access Control Options

Device Info

Device Name
Serial Number
MCU Version
MAC Address
Piatiorm Info
Manuracturer

Manufacture Date

Device Capacity

User (usedimax)
Admin User
Password

Card (usedimax)

T&A Record
(used/max)

Firmware Info

Fimware Version
Push Service
System Version
Standalone Service
Dev Service

Web Service

Licdm Service
Mainit Service

Libopis Service
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o omame

Device Info

Device Capacity

Firmware Information

OtobpaxaeT Ha3BaHMe YCTPOWCTBa, CepUIHBbI
Homep, Bepcuio MCU, MAC-agpec, nnatdopmy n

MHPOPMaLMIO O Mpor3BogUTENe.

OTobpaxaeT TeKyllee MCMOoNb30BaHVEe NaMATH:
XpaHunuie nonb3oBaTeniei, naponen u Kapt,
JaHHble aAMVHUCTPATOPOB, KypHanbl

noceuaemocTu.

OTob6paxaeT Bepcumio NPOLUUBKY 1 Apyrue

JaHHble O BepCUAX YCTPOCTBa.
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